[okyMmeHT npepoctasneH KoHcynbTaHTIN0C

3apeructpuposaHo B MuHiocte Poccum 31 maa 2013 r. N 28608

OEAEPANNIbHAA CNYKBA MO TEXHUYECKOMY U SKCNOPTHOMY KOHTPOJIIO

NPUKA3
ot 11 ¢pespana 2013r. N 17

OB YTBEPXAEHWUM TPEGOBAHWUIA
O 3ALMUTE UHOGOPMALIUU, HE COCTABAAIOLLEN TOCYAAPCTBEHHYIO TAHY,
COLEPXALLENCA B FTOCYAAPCTBEHHbIX MHOOPMALIMOHHbIX CACTEMAX

CNMNCOK M3MEHAIOLWMX JOKYMEHTOB
(8 pea. Mpukasos CTIK Poccum ot 15.02.2017 N 27,
ot 28.05.2019 N 106)

B cooTtBeTcTBUM C YacTbio 5 cTaTbk 16 PepepanbHOro 3akoHa ot 27 mona 2006 r. N 149-d3 "06
nHbopmaunm, MHPOPMALMOHHbLIX TEXHOMOMMaX WU o  3awuTe  WMHbopmaumn"  (CobpaHue
3aKoHogaTenbcTBa Poccuiickoint ®egepauymmn, 2006, N 31, cT1. 3448; 2010, N 31, c1. 4196; 2011, N 15, cT.
2038; N 30, cT. 4600; 2012, N 31, cT. 4328) 1 MonoxkeHnem o denepanbHOM cnyKbe No TEXHUYECKOMY U
3KCNOPTHOMY KOHTPO/IO, YTBEPXKAEHHbIM YKasom [pe3naeHTta Poccuiickoin depepaumnm ot 16 aBrycra
2004 r. N 1085 (CobpaHue 3akoHoaaTenbcTBa Poccuitickont deaepaumnm, 2004, N 34, ct. 3541; 2006, N
49, c1.5192; 2008, N 43, cT. 4921; N 47, c1. 5431; 2012, N 7, cT. 818), npuKasblBato:

1. YtBepautb npunaraemble TpeboBaHMs o0 3awmTe WHGOPMALUKM, HE COCTaBAAIOLLEN
rocy4apCTBEHHYIO TalHY, CoAep Kalleica B rocyapCTBeHHbIX MHOOPMALMOHHbIX CUCTEMAX.

2. YCTaHOBUTb, YTO YyKasaHHble B MyHKTe 1 HacToAwero npuKkasa TpeboBaHWA NpUMeEHsIoTCA AnA
3aLWMTbl MHGOPMALMM B FOCYAAPCTBEHHBIX MHPOPMALMOHHBIX cucTemax ¢ 1 ceHTAbpA 2013 r.

OwvpekTtop

depepanbHOM cyKObl MO TEXHUYECKOMY
W 3KCMOPTHOMY KOHTPOIIO

B.CEJIMH

YTBEpKAaeHbI
npukaszom ®CTIK Poccum
ot 11 peBpana 2013 r. N 17

TPEBOBAHMUA
O 3ALLUUTE UHOGOPMALMU, HE COCTABAAIOLLEA TOCYAAPCTBEHHYIO TANHY,
COAEPALLENCA B TOCYAAPCTBEHHBIX MHGOPMALMOHHbIX CUCTEMAX

CNMCOK U3MEHALWMX AOKYMEHTOB
(B pea. Npukasos PCTIK Poccum ot 15.02.2017 N 27,
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ot 28.05.2019 N 106)

I. O6bwue nonoxeHns

1. Hactoswme TpeboBaHUA pa3paboTaHbl B cooTBeTcTBUM ¢ PeaepasibHbiM 3aKOHOM OT 27 utons
2006 r. N 149-®3 "06 wuHdbopmaunu, MHGOPMALMOHHBIX TEXHONIOTUAX U O 3awmte MHbopmaumun'
(CobpaHue 3akoHopatenbcTtBa Poccuiickont ®epepaumm, 2006, N 31, cr. 3448; 2010, N 31, cT. 4196;
2011, N 15, ct. 2038; N 30, cT. 4600; 2012, N 31, cT. 4328), a TaKXe C yY4eTOM HaLMOHaNbHbIX CTaHAapPTOB
Poccuiickoin ®egepaumm B 061acT 3aWmThl MHPOPMaLMKU U B 06/1aCTU CO34aHMA aBTOMATU3UPOBAHHbIX
cucTtem (panee - HaUMOHa/bHbIE CTaHAAPTbI).

2. B poKymeHTe ycTaHaBnuBatoTcA TpeboBaHMA K obecnevyeHutioo 3awmtbl  MHGOPMALUK
OrPaHMYEHHOro AOCTYMa, He CoAepXKALLEN CBEAEHMA, COCTaBAAOLWME FOCYAapPCTBEHHYIO TallHy (fanee -
MHPOPMaAUMA), OT YTEUYKM NO TEXHUYECKMM KaHasaM, HEeCAaHKUMOHMPOBAHHOIO AOCTYNa, CheuManbHbiX
BO34ENCTBMI Ha TaKyto MHPopmaumtio (HocuTenn nHbopmaLmm) B Lensx ee f06bIBaHUA, YHUUTOKEHUS,
WUCKaXXeHUA MAM BNOKUPOBAHMA AOCTyna K Hen (manee - 3awmTta mMHPopmauuum) npu obpaboTke
yKa3aHHOM MHbOPMaUMK B FOCYAapCTBEHHbBIX MHPOPMALLMOHHBIX CUCTEMAX.

Hactoawme TpeboBaHMA MOryT MNPUMEHATbLCA A1A 3aWuTbl 06LeAOoCTYNHOM WMHPopMaumm,
cozepKallencs B rocyfapcTBeHHbIX MHOOPMALMOHHBIX CUCTEMAX, A1A LOCTUMKEHMUA LeNel, yKa3aHHbIX B
nyHKkTax 1 n 3 yactn 1 ctatbm 16 ®PegepanbHoro 3akoHa ot 27 utona 2006 r. N 149-93 "0O6 nHdpopmauum,
MHGOPMALMNOHHbBIX TEXHONOTUAX U O 3awmTe MHPopmaummn".

B pokymeHTe He paccmaTtpusatoTca TpeboBaHMAa o 3awmTte uMHbOpPMaLMKM, CBA3AHHblE C
NpPUMeHeHMEM  KpunTorpaduyeckmx  MeTodoB  3aWuTbl  MHboOpMauMm U WKNdPOBaNbHbIX
(KpunTOrpaduuecknx) cpeacTs 3aLmTbl UHGOPMALUN.

3. Hactoawme TpeboBaHua saBaAloTcA obA3aTenbHbiMM Npu  obpaboTke uHbOpMauUMM B
rocyAapCTBeHHbIX WMHPOPMALMOHHBLIX cUCTEMaAX, YHKLUMOHMPYIOWMUX Ha Tepputopumn Poccuiickoi
degepaumn, a TakKe B MyHUUMNANbHBIX MHPOPMALMOHHBIX CUCTEMAX, €C/IM MHOE HEe YCTaHOB/EHO
3aKoHogaTenbcTBOM Poccuiickoit dPeaepalmm 0 MECTHOM CaMOyNpPaBAEHUM.

HacTtosauwme TpeboBaHUA He pacnpoCTPaHAKTCA Ha rocyAapcTBeHHble MHGOPMALMOHHbIE CUCTEMbI
AamuHuctpaumm MpesungeHTa Poccuitckoit Pepepaunn, Coeta besonacHoctn Poccuiickon Pepepaumm,
depepanbHoro CobpaHus Poccuiickon ®Pepepaumn, [MpasuTtenbctBa Poccuitckolt  dDeaepauumy,
KoHctutyumoHHoro Cypa Poccuiickon Pegpepauunu, BepxosHoro Cypa Poccuiickon Pegepauym wm
depepanbHoi cnyKbbl 6esonacHocTM Poccuitckoit Pegepaumm.

(B pea. Mpukasa GCTIK Poccum ot 15.02.2017 N 27)

4. Hactoawme TpeboBaHWA npeaHasHayeHbl pnsa obnagatene MHOOPMALMM, 33KA3UUKOB,
3aK/IOUYMBLLIMX FOCYAaPCTBEHHbIA KOHTPAKT Ha Co3AaHMe rocyaapcTseHHON MHPOPMAaLIMOHHOM CUCTEMBI
(manee - 3aKa34MKM) M ONepaToOpPOB roCyAapCTBEHHbIX MHPOPMALIMOHHBIX CUCTEM (danee - onepaTopbl).

Jlnuo, obpabatbiBalowee MHPOPMaLMIO, ABAAIOLWYIOCA FOCYAAPCTBEHHLIM MHPOPMALMOHHbLIM
pecypcom, no nopyyeHuo obnagatens wuHbopmauum (3akasumka) wam  onepatopa U (Man)
NpesoCTaBNAIOWEEe MM BbIYUCAUTENIbHbIE Pecypcbl (MOLWHOCTM) anA 06paboTkM MHbopmaLMM Ha
OCHOBaHWM 3aK/IlOYEHHOro JoroBopa (Zanee - yNO/JHOMOYEHHOE /iMLo), obecneyvBaeT 3aWUTy
MHPOpPMaUMM B COOTBETCTBUM C 3aKoHoZaTenbcTBOM Poccuiickoit deaepaumm o6 uHPopmaumm,
MHPOPMALMOHHDBIX TEXHOOMMAX U O 3aWuTe MHPopmauun. B gorosope fosKHa BbiTb NpeaycmMoTpeHa
0053aHHOCTb  YNOJIHOMOYEHHOro  /iMua  obecneyvBaTb  3aWMUTy  UMHPOpMaumK, ABAAIOLLENCA
rocyAapCTBeHHbIM MHPOPMALMOHHBIM PECYPCOM, B COOTBETCTBUM C HACTOALLMMU TpeboBaHUAMM.

5. Mpn 06paboTKe B rocyaapcTBeHHOM MHGOPMALMOHHOM cucteme MHOOPMALMKM, coaep Kallei
nepcoHanbHble AaHHble, HacToAwMe TpeboBaHMA MPUMEHAIOTCA HapAdy C TpeboBaHMAMM K 3awuTe
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NepcoHanbHbIX AAHHLIX NpU MX 06paboTke B MHPOPMALMOHHBIX CUCTEMAX MEPCOHAsbHbIX AAHHbIX,
YTBEPXAEHHbIX NocTaHoBAeHWeM [MpaBuTenbcTBa Poccuinckon ®Peapepaunm ot 1 Hoabpa 2012 r. N 1119
(CobpaHue 3akoHoaaTenbcTBa Poccuitckoit depepaumum, 2012, N 45, cT. 6257).

6. Mo pelweHnto obnagatena nHbopmaumnmn (3akasumnka) MaM onepartopa HacroAume TpeboBaHUs
MOTYT NPUMEHATbCA  Aas  3aWmTbl  MHPOpMALMK, coAeprKalleMca B HerocyAapCTBEHHbIX
MHPOPMALMOHHbBIX CUCTEMAX.

7. 3awmTa nHbopmauUum, coaepKallienca B rocyaapcTseHHon MHpopMaLMOoHHON cucTeme (aanee -
MHGOPMAUMOHHAsA cucTema), obecneymBaeTcs MyTemM BbINOJIHEHMA obnagatenem WHbOpPMaUUK
(3aKkasumkom) n (unun) onepatopom TpeboBaHMI K OpraHM3aLUmM 3alNUTbl MHPOPMaLMK, cogepKallenca
B MHPOPMaLMOHHON cucTeme, M TpeboBaHUIM K Mepam 3awWmTbl MHPOPMALMK, cOAeprKallelcs B
MHGOPMALMOHHOWM CUCTEME.

Il. Tpe6oBaHMA K opraHU3aLum 3aWwmnTbl UHGOpPMaL UK,
coaepaueiica B UHPOpPMaLMOHHOM cucteme

8. B MHpOpMaLMOHHOM cucTEME 0OBEKTAMM 3aLLUTLI ABAAIOTCA MHPOPMaLMA, codeprKallasnca B
MHOOPMALMOHHOM CUCTEME, TEXHMUYECKUE CPeacTBa (B TOM YnC/ie CPeacTBa BblUMCAUTENbHON TEXHUKMU,
MalWKMHHbIE HOCUTENU VIHCI)OpMaLI,VIVI, cpencrtea U CUCTEMbI CBA3U U MNepeaadn AaHHbIX, TeXHUn4eckue
cpeactea 06paboTkm  ByKBEHHO-UMPPOBON, rpaduYecKkolr, Buaeo- U pedvyeBon WHPOpPMaLUK),
obwecnctemHoe, nNpuUKNagHoe, creuuasbHoe nporpammHoe obecneyeHne, WHPOPMaALMOHHbIE
TEXHOJIOTUU, a TaK}Ke CPeaCcTBa 3alnTbl MHGopMaLnK.

9. Ons obecnedyeHua 3awmTbl MHPOPMaLUKM, codeprKallenca B MHPOPMALMOHHON CUCTEME,
onepaTopomM HasHayaeTcA CTPYKTypHoe noApasdefieHue WUAM  [JOJIKHOCTHoe /nvuo  (paboTHMK),
OTBETCTBEHHbIE 33 3aLUNTY UHOOPMaLUMN.

10. Ana nposeaeHua paboT no 3awmTe MHPOPMAUMM B XOAe CO3LaHMA M 3IKChAyaTauuu
MHPOPMALMOHHON cucTeMbl obnagatenem MHGopMaLmMm (3aKasuMKoM) M ONEPATOPOM B COOTBETCTBUM C
3aKoHoaaTenbCTBom Poccuiickolt depepaumm npu HeoHXOAMMOCTM MPMBAEKAIOTCA OpPraHM3aumu,
UMeloLLME INLEH3NIO Ha AeATeNbHOCTb NO TEXHUYECKOM 3alunTe KOHbUAeHUManbHOM MHGopmauum B
cooTBeTCTBUM ¢ PepepanbHbim 3aKoHOM OT 4 maa 2011 r. N 99-d3 "O AUUEH3NPOBAHMM OTAENbHbIX
BMaoB gesatenbHoctn" (CobpaHue 3akoHomaTenbcTBa Poccuiickoit ®eaepaumm, 2011, N 19, ct. 2716; N
30, cT. 4590; N 43, cT. 5971; N 48, c1. 6728; 2012, N 26, cT. 3446; N 31, cT. 4322; 2013, N 9, cT. 874).

11. Onsa obecneyeHua 3awmuTbl MHbOPMALUKM, copepKalencas B MHPOPMALIMOHHOM cucTeme,
NPUMEHAIOTCA CpeacTBa  3awuTbl WMHPOpMAUMKM, nNpollealiMe OLLeHKY COOTBeTCTBMA B dopme
obs3atenbHol cepTudmKauMmM Ha cooTseTcTBMe TpeboBaHMAM Mo 6esonacHocTM MHbOpMaLMK B
COOTBETCTBUM €O cTaTben 5 PeaepanbHOro 3akoHa oT 27 aekabpsa 2002 r. N 184-d3 "O TexHUYeCKom
perynnposaHumn" (CobpaHue 3akoHoaaTenbcTBa Poccuitickon depepaumm, 2002, N 52, ct. 5140; 2007, N
19, c1. 2293; N 49, ct1. 6070; 2008, N 30, cT. 3616; 2009, N 29, cT. 3626; N 48, c1. 5711; 2010, N 1, cT. 6;
2011, N 30, cT.4603; N 49, ct. 7025; N 50, cT. 7351; 2012, N 31, c1. 4322; 2012, N 50, cT. 6959).

12. 3awuTa nHPopmauumn, cogeprrawenca B MHGOPMaLMOHHON cUCTeMe, ABAAETCA COCTaBHOM
YyacTblo pPaboT MO CO3[aHMIO U IKCNAyaTaummn MHGOPMALMOHHOM cMcTeMbl M obecneymBaeTcs Ha Bcex
cTaguaAx (atanax) ee co3faHusA, B XO4e 3KCMyaTaLuuu U BbIBOAA M3 3KCMIyaTauuu NyTeM MPUHATUA
OPraHM3aLUMOHHBIX U TEXHUYECKUX Mep 3awuTbl MHbOpPMaLMM, HanpasieHHbIX Ha 610KMpOBaHWe
(HeWiTpanmsaumio) yrpos 6e3onacHoCTU MHPOPMaLUMKN B MHGOPMALIMOHHOW CUCTEME, B PaMKaXx CUCTEMbI
(nogcuctembl) 3awmTbl  MHGOPMALMM  MHOOPMALMOHHOM CUCTEMbl (Aanee - cucTeMa 3alLumTb
MHbOPMaLUKN MHPOPMALLMOHHONM CUCTEMBI).

(B pea. Mpukasa GCTIK Poccum ot 15.02.2017 N 27)

OpraH13auMoHHbIE U TEXHUYECKME MePbI 3aLWMTbl UHPOPMaLUK, peasnmsyemble B PaMKax CUCTEMBI
3aWmnTbl MHGOPMALMM MHOOPMALIMOHHON CUCTEMDI, B 3aBUCMMOCTM OT MHPOPMaLUK, COAepKaLLeics B
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MHPOPMALMOHHOM cucTemMe, Lenen co3gaHma MHPOPMALMOHHOM CUCTEMbI M 3a4ad, pellaembix 3TOM
MHPOPMALMOHHOM CUCTEMOM, AO/IXKHbI ObITb HaNPaBAEHbl HAa UCKAOYEHME:

HenpaBoOMepPHbIX A0CTyNna, KONMPOBaHUA, NPeaoCTaBleHUA UM PacnpPOCTPaHeHUs UHbopMaLUK
(obecneuyeHune KoHPUAEHLUMANBHOCTU MHDOPMALIUK);

HEMPaABOMEPHbIX  YHUYTOXKEHUS wuan  moguduumpoBaHma  MHPopmaumm  (obecnedveHune
LEeNOCTHOCTM UHbOPMaLLUN);

HenpaBoMepHoro 610KMpoBaHua nHGopmMaumm (obecneyeHne AOCTYMHOCTU MHPOPMALMK).

13. Ana obecneyeHunsa 3awmTbl MHOOPMALMK, codepskalleinca B WMHPOPMaLMOHHON cucTeme,
NpPoBOAATCA CeAytoLMe MePONpPUATUA:

dopmupoBaHue TpeboBaHMN K 3awmte UHPoOpmauuK, cogeprKallencs B MHOOPMALMOHHOWN
cUCTeMe;

pa3paboTka cucTemsbl 3aWMTbl UHGOPMALNM MHPOPMALMOHHOM CUCTEMDI;
BHEZpeHNE CUCTEMBbI 3aLWUTblI MHGOPMALNN MHDOPMALLMOHHOM CUCTEMBI;

atrectauma MHPOPMALMOHHOW CcUCTeMbl Mo TpeboBaHMAM 3aWuUTbl UHPopmaunn (ganee -
atrectauma MHGOPMaLIMOHHOM CUCTEMbBI) U BBOA, ee B AeACTBUE;

obecneyeHne 3aWnUTbl MHOOPMALUKM B XOA4e 3SKCMayaTauMM aTTeCTOBaHHOW WMHQPOPMALIMOHHOM
CUCTEMDI;

obecrneyeHne 3aWmTbl  UHPOPMALUMM MPU  BbIBOAE W3  3KCMjyaTauMuM  aTTecToBaHHOWM
MHPOPMALMOHHOM CUCTEMbI UM NOCAE NPUHATUA PELLEeHNA 06 OKOHYaHMM 06PaboTKM MHPOPMaLUN.

dopmuposaHue Tpe6oBaHUi K 3awmTe MHGOPMALMK, coaepKaLLeinca
B MHGOPMALMOHHOWM cucTeme

14. dopmupoBaHMe TpeboBaHMI K 3alumTe MHbOPMALUKM, codepKalenca B MHGOPMaLMOHHOM
cucteme, ocyulectenseTcs obnagatenem MHGopmauum (3akasymkom).

dopmupoBaHMe TpeboBaHMN K 3awmTe UHOOpMaUUM, codepkalienca B MHPOPMALIMOHHOM
cucteme, ocylectsnsietca ¢ ydyetom TOCT P 51583 "3awuta mHpopmaumn. MopagoK co3gaHus
aBTOMaTU3MPOBAHHbIX CUCTEM B 3alUMLWEHHOM McrnonHeHun. Obwue nonoxenua" (oanee - TOCT P
51583) u FOCT P 51624 "3awuta MHbOpPMaLUM. ABTOMATU3UPOBAHHbIE CUCTEMbI B 3aLLULLEHHOM
ncnonHeHun. Obwme TpeboBaHus" (ganee - TOCT P 51624) n B TOM YnCNe BKAOYAET:

NPUHATME  peleHus o HeobxoAMMocTM  3awmTbl  MHPoOpmaLMK, cofep:Kalweics B
MHPOPMALNOHHOM CUCTEME;

KnaccupuKkaumio MHPOPMALLMOHHOM CUCTEMbI MO TpeboBaHMAM 3aWwmTbl MHPOpMaumn (panee -
KnaccmduKkaums HGOPMaLNOHHOM CUCTEMBI);

onpeaeneHve yrpos 6e30MacHOCTM WHPOPMaLMK, Peannsaums KOTOPbIX MOXET NPUBECTU K
HapyweHuto 6e3onacHoCcTM MHPopMauun B MHPOPMALMOHHON cucTeMe, M paspaboTKy Ha MX OcHoBe
mMmogzenu yrpos 6esonacHocTM MHGopmaumu;

onpeaeneHve TpeboBaHUIM K cucTeme 3aLLmTbl MHGOPMALLMM MHPOPMALLMOHHOMN CUCTEMDBI.

14.1. Mpu NPUHATAM pelleHns O HeobBXOAMMOCTM 3alWmTbl MHPOPMALUKM, coaep:Kallencs B
NHPOPMALMOHHOM CUCTEME, OCYLLLECTBAAETCA:
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aHanu3 uenemn co3gaHnsa MHGOPMaLMOHHOM CUCTEMbI M 33434, peLlaemblX 3STON MHOPMALIMOHHOM
cucTemoi;

onpegeneHue nHdopmauunm, noanexkalwen ob6paboTke B MHGOPMALMOHHOMN CUCTEME;

dHa/n3 HOPMATUBHbLIX MNPaBOBbIX aKTOB, METOAMNYECKUX [OOKYMEHTOB W HaAUWMOHAJIbHbIX
CTaHAApPTOB, KOTOPbIM A0/1XKHa COOTBETCTBOBATb VIHd)OpMaLI,MOHHaH Cncrtema;

NPUHATME pelleHMa O HeobXxoAMMOCTM  CO34aHMA  CUCTEMbl  3aWuTbl  MHOpMauun
MHPOPMALMOHHOM CUCTEMBI, @ TaKXkKe onpeaeseHne ueneri M 3adad 3alWuTbl MHPOPMaLUM B
WHPOPMAUMOHHOM  CUCTEME, OCHOBHbIX 3TanoB CO34a@HMSA  CUCTEMbI  3aWuTbl  MHGOpPMaLUK
MHPOPMAUMOHHOM cucTembl M GYHKUMIA MO obecneyeHnio 3awwmTbl MHPOPMaLUK, COLEpIKaLLelca B
MHPOPMaUMOHHOM cucTeme, obnagatens MHOopmaLuKM (3aKasumKa), onepaTopa M YNoOJHOMOYEHHbIX
.

14.2. Knaccndmkauma MHPOPMaLMOHHON CUCTEMbI NPOBOAMUTCA B 3aBUCMMOCTM OT 3HAYMMOCTMU
obpabaTtbiBaemoit B Hell MHPoOpMauuM M Maclitaba MHPOPMALMOHHON cucTembl (peaepanbHbIN,
PEernoHasnbHbl, 06EKTOBbIN).

YcTaHaBAMBalOTCA TpM Knacca 3alMULeHHOCTM WHPOPMALMOHHOM CUCTEMbI, onpegenstoluime
YPOBHM 3aLLMLLEHHOCTU cogeprKallenca B Hel MHPopmaummn. Camblid HU3KMIA Knacc - TPETUM, cambli
BbICOKMM - NepBbli. Knacc 3awmieHHoCcT MHGOPMALMOHHOM CUCTEMBI ONpeaenaeTca B COOTBETCTBUN C
npunoxeHnem N 1 K Hactoawmm TpeboBaHMAM.

(8 pea. Mpukasa PCTIK Poccun ot 15.02.2017 N 27)

Knacc sawmuieHHoctn onpegensetca Ana MHGOPMALMOHHOW CUCTEMbl B LEAOM U, npu
HeobXoAMMOCTU, ANA ee OTAe/bHbIX CermeHToB (cocTaBHbIX uYacten). TpeboBaHMe K Kiaaccy
3aLUMLLLEHHOCTU BK/IIOYAETCA B TEXHMYECKOe 3aJaHune Ha co3gaHne MHOOPMALMOHHOM cucTemMbl U (Mn)
TeXHMYecKoe 3afaHue (4acTHoe TexXHMYecKoe 3afaHue) Ha co3gaHuve CUCTEMbI 3alMTbl MHPOpMaLUn
MHPOPMaALMOHHOM cucTeMbl, pa3pabaTbiBaemsbie ¢ ydetom FOCT 34.602 "MHPopmaLMOHHaAn TEXHOIOTUA.
Komnnekc cTaHAapToB Ha aBTOMATM3MPOBaHHble cUCTEeMbl. TexHMYecKoe 3ajaHuMe Ha Cco3fgaHue
aBToMaTM3MpoBaHHOM cuctembl" (ganee - TOCT 34.602), FOCT P 51583 1 TOCT P 51624.

Knacc 3awmweHHoCcTM MHGOPMALMOHHOW CUCTEMbI MOAENKUT NEPecmMoTpy Npu U3MEHEeHUU
MacwTaba MHGOPMALMOHHOMN CUCTEMBI MM 3HAYMMOCTUN 06pabaTbiBaemMoi B Helt MHGopMaLnn.

Pe3ynbTaTbl KnaccuduKaumMm MHGOPMaLMOHHOM cucTeEMbI 0GOPMAAIOTCA aKTOM KnaccubuKaumm.

Knacc  3awmweHHocTM  MHPOPMAUMOHHOM  cuUCTeMbl,  QYHKLMOHMPOBAHUE  KOTOPOW
npeanonaraercds Ha 6ase  MHPOPMALMOHHO-TENIEKOMMYHUKALMOHHOM  MHOPACTPYKTYPbl  LEHTpa
06paboTKM p[aHHbIX, <1> He p[onkeH OblTb BbllWEe KAacca 3alMLWLEHHOCTM WMHPOPMALMOHHO-
TENIEKOMMYHWUKAUNOHHOM MHOPACTPYKTYPbI LeHTPa 06paboTKN AaHHDIX.

(ab3aL, BBeaeH Mpukasom ®CTIK Poccun ot 28.05.2019 N 106)

<1> MyHKT 5.3 MeToANYECKUX YKa3aHWUN MO OCYLLECTBJEHUIO yYeTa MHPOPMALMOHHbIX CUCTEM U
KOMMNOHEHTOB MHPOPMALNOHHO-TENEKOMMYHUKALNOHHOM MHPPACTPYKTYPbI, YTBEPKAEHHbIX MPUKA30M
MuHkomcsAasn Poccun ot 31 mana 2013 r. N 127 (3apeructpmpoBaH MuHioctom Poccnn 5 Hoabps 2013 r.,
pernctpaunoHHbiii N 30318), c yueTom U3MEHEHUI, BHECEHHbIX NPUKaszom MuHKomceessu Poccum ot 15
nioHa 2016 r. N 266 (3apeructpuposaH MuHioctom Poccum 14 uiona 2016 r., pernctpauuoHHbiid N
42853).

(cHocka BBeaeHa Mpukasom ®CTIK Poccmm ot 28.05.2019 N 106)

14.3. Yrpo3sbl 6€30nacHOCTM MHPOPMaLUKM ONPeaenATCA NO Pe3yNbTaTaM OLEHKM BO3MOXKHOCTEN
(noTeHUMana) BHEWHWX W  BHYTPEHHWX HapywwuTenei, aHaaM3a BO3MOMKHBIX  YS3BMMOCTEWN
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MHPOPMALMOHHON CUCTEMBI, BO3MOXKHbIX CMOCO6OB peannsaumm yrpos 6e3onacHocT MHbopMaummn u
nocneAicTsMini - OT  HapylleHMA CBOWMCTB 6He3onacHOCTM  MHpopmauum  (KOHGUAEHLMANBbHOCTH,
LeNI0CTHOCTH, AOCTYNHOCTH).

(B pea,. Mpukasa GCTIK Poccum ot 15.02.2017 N 27)

B KauyecTBe MCXOAHbIX [AaHHbIX AAA onpegeneHva  yrpo3  6e3onacHOCTM  MHbOopMaLMm
nucnonbsyetcs 6aHK AaHHbIX yrpo3 6esonacHocTM MHpopmaumm (bdu.fstec.ru), BeaeHuMe KoToporo
ocyuwecteasetca PCTIK Poccum B cOoTBETCTBUM C NoANyHKTOM 21 nyHKTa 8 MNonoxeHuns o OesepanbHom
CnyKbe No TeXHUYECKOMY M 3KCMOPTHOMY KOHTPO/ItO, YTBEPKAEHHOTrO YKasom lNpesngeHta Poccninckol
depepaunn ot 16 aBrycta 2004 r. N 1085 (CobpaHue 3akoHoaaTenbcTBa Poccuiickon ®eaepaumm, 2004,
N 34, ct. 3541; 2006, N 49, cT. 5192; 2008, N 43, c1. 4921; N 47, c1. 5431; 2012, N 7, cT1. 818; 2013, N 26,
cT. 3314; N 53, ct. 7137; 2014, N 36, ct. 4833; N 44, ct. 6041; 2015, N 4, c1. 641; 2016, N 1, cT. 211)
(manee - 6aHK AaHHbIX yrpo3 6esonacHoctn MHPopmaumm GCTIK Poccun), a TakkKe UHblE UCTOUHMKM,
coaepKalwme ceegeHns 06 ya3BUMOCTAX U yrpo3ax 6e3onacHocTM MHGopmauum.

(ab3aL, BBegeH Mpukasom PCTIK Pocemm ot 15.02.2017 N 27)

Mpn  onpepeneHun  yrpo3  6e3onacHOCTM  UHPOPMALMM  YYUTBIBAKOTCA  CTPYKTYPHO-
dYHKLMOHANbHbIE XapaKTEPUCTUKM MHOPOPMALLMOHHOM CUCTEMBI, BK/IOYAOWME CTPYKTYpPY M COCTaB
MHPOPMALUMOHHOM cucTemMbl, U3MYECKME, Nornyeckne, ¢GYHKLMOHANAbHbIE W TEXHO0rMyeckue
B3aMMOCBA3N MeXay CermeHTaMmm WHGOPMALMOHHON CUCTEMbBI, C MHbIMU MHPOPMALMOHHbLIMMK
cucTemMamm m MHPOPMaLMOHHO-TEIEKOMMYHMKALMOHHbBIMUK CETAMM, pexumbl 06paboTkm nHbopmaumm
B WMHOPOPMALMOHHOM CUCTEME M B €€ OTAENbHbIX CErMeHTax, a TaKKe MWHble XapPaKTEPUCTUKM
MHOOPMALUMOHHOM CUCTEMBI, NpPUMEHsieEMble WHGOPMAUMOHHbIE TeXHOMorMM U ocobeHHOCTN ee
YHKLMOHUPOBAHMA.

Mpn onpegeneHun yrpo3 6esonacHoctTM WHbopMauMm B  WHPOPMALMOHHOM  cuUcTeMe,
dYHKLMOHMPOBaHNE KOTOpPOW npeanonaraetcd Ha 6ase MHOOPMALMOHHO-TENEKOMMYHUKALMOHHOM
MHPPACTPYKTYpbl UeHTpa 06paboTKM AaHHbIX, [O0/MHbI Y4uUTbIBAaTbCA yrposbl  6e3onacHocTu
MHPOPMaUMK, aKTyasbHble ANA MHPOPMALNOHHO-TENEKOMMYHUKALMOHHOW MHPPACTPYKTYpbl LeHTpa
06paboTKN AaHHbIX.

(ab3aL BBegeH Mpukazom ®CTIK Poccmum ot 28.05.2019 N 106)

Mo pesynbTaTam onpegeneHus yrpo3 6e30MacHOCTM MHPOpMaLMM Npu  HeobXoAMMOCTU
pa3pabaTtbiBalOTCA PEKOMEHAALMU MO KOPPEKTUPOBKE CTPYKTYPHO-PYHKLMOHAbHBIX XapaKTepuCTUK
MHOOPMALMOHHOW CUCTEMbI, Hanpas/ieHHble Ha 6J0KMpOBaHMeE (HeNTpanu3aumio) OTAE/bHbIX Yrpo3
6e3onacHOCTM MHbOPMaLuu.

Mogenb yrpo3 6e3onacHoCT MHGOPMALMKM [ONKHA COAEPIKATb ONMCaHWe MHPOPMALLMOHHOM
CUCTEMbBI U ee CTPYKTYPHO-QYHKLMOHANbHbIX XapaKTEPUCTUK, a TaKKe onucaHue yrpos 6esonacHocTu
MHPOPMaLMK, BK/OYAIOWEE OMUCAaHME BO3MOXKHOCTEM HapywuTenel (mogenb Hapywwutens),
BO3MOMKHbIX YA3BMMOCTEN WMHPOPMALMOHHOM CcUCTeMbl, cnocoboB peannsaumm yrpos 6esonacHocTu
MHOPMaLMK U NOCNEeACTBUI OT HapyLLEeHMA CBOMCTB 6e3onacHOCTM MHpOopMaLmN.

Ons onpegenenuns yrpos 6esonacHoctTi MHGoOpMaUumM 1 pa3paboTkM moaenu yrpo3 besonacHoCcTH
MHOOPMALMM MPUMEHAIOTCA METOAMYECKME [OKYMEHTbI, pa3paboTaHHble u yTBepXaeHHble PCTIK
Poccun B cooTBeTcTBUM € noAnyHKTom 4 nyHKTa 8 [losioeHua o dPepepanbHol cayxbe no
TEXHWYECKOMY W 3KCMOPTHOMY KOHTPOI, YTBEpXKAEHHOro Ykasom [pe3uaeHta Poccuiickom
depnepaunn ot 16 aBrycta 2004 r. N 1085 (CobpaHue 3akoHoaaTenbcTBa Poccuiickoit Peaepaunn, 2004,
N 34, ct. 3541; 2006, N 49, c1. 5192; 2008, N 43, cT. 4921; N 47, c1. 5431; 2012, N 7, cT. 818).

14.4. TpeboBaHWA K cUCTeME 3aLWNUTbl MHOPMALMU MHPOPMALMOHHOM CUCTEMbI OMPEAENAIOTCA B
3aBUCMMOCTM OT KJacCa 3alMILEHHOCTM MWHPOPMALMOHHOW CcUCTeMbl M yrpo3 6esonacHocTU
MHOPMaLUK, BKNHOYEHHDBIX B MOLE/b YIPo3 6e30nacHOCTM MHGopMaumu.

TPE6OBaHMﬂ K CUcteme 3allnThbl MHd)OpMaLI,MVI MHd)OpME!LI,MOHHOVI CUCTEeMbl BKNKOYaAKOTCA B


consultantplus://offline/ref=1A35EDBA9647A001CEB92448E62115321CCA00AA540EBAD3BEC13412C4CA84DFD7F175DA9B33984EEA30B3B8433F683F04431648842DA041g1Y9E
consultantplus://offline/ref=1A35EDBA9647A001CEB92448E62115321ACB01AA5107BAD3BEC13412C4CA84DFD7F175DA9B33994FED30B3B8433F683F04431648842DA041g1Y9E
consultantplus://offline/ref=1A35EDBA9647A001CEB92448E62115321CCA00AA540EBAD3BEC13412C4CA84DFD7F175DA9B33984EEB30B3B8433F683F04431648842DA041g1Y9E
consultantplus://offline/ref=1A35EDBA9647A001CEB92448E62115321DCE01A15A07BAD3BEC13412C4CA84DFD7F175DA9B33984EEB30B3B8433F683F04431648842DA041g1Y9E
consultantplus://offline/ref=1A35EDBA9647A001CEB92448E62115321ACB01AA5107BAD3BEC13412C4CA84DFD7F175DA9B339847E830B3B8433F683F04431648842DA041g1Y9E

TEeXHMYEeCcKoe 3a4aHue Ha co3gaHne MHPOPMALMOHHOM CUCTEMDI U (MIM) TEXHMYECKOE 3adaHue (YacTHoe
TEXHMYECKOe 3afaHue) Ha co3daHue CUCTEMbI 3aluMTbl MHPOPMAUUKM MHPOPMALMOHHOM CUCTEMDI,
pa3pabaTbiBaemble ¢ yyetom FOCT 34.602, TOCT P 51583 u IOCT P 51624, n gonxHbl B TOM 4ucie
copepXkatb:

uenb 1 3aga4ym obecneyeHmn 3aWmnTbl MHGOPMaLMKN B UHPOPMALMOHHOM CUCTEME;
K/1lacc 3aWMLL,EHHOCTU MHPOPMALMOHHOM CUCTEMDI;

nepeyeHb HOPMATUBHbLIX MPABOBbLIX AKTOB, METOAUYECKMX [LOOKYMEHTOB W HAUMOHANIbHbLIX
CTaHAApPTOB, KOTOPbIM A0/1XKHa COOTBETCTBOBATb VIHd)OpMaLI,MOHHaH Cncrema;

nepevyeHb 06beKTOB 3alWnThbI VIHd)OpMaLI,VIOHHOI\/‘I Cncrembl,

TpeboBaHMA K Mepam U cpeacTBam 3aWmTbl MHGOPMALMKN, NPUMEHAEMbIM B MHPOPMALMOHHOM
cucTeme;

cTagmu (atanbl paboT) co34aHUSA CUCTEMBI 3aLLUTbI UHGOPMALIMOHHOW CUCTEMBI;
(ab3aL BBegeH Mpukazom PCTIK Poceum ot 15.02.2017 N 27)

TpeboBaHMA K MNOCTaBAAEMbIM TeXHUYECKMM CcpeacTBam, MporpammHomMy obecnedyeHuto,
cpeacTBam 3aluTbl MHPOPMaLUK;
(ab3aL, BBegeH Mpukazom PCTIK Poccum ot 15.02.2017 N 27)

bYHKUMM 3aKasumKa M onepatopa no obecneyeHuto 3awutbl MHGOpMaLMM B MHOOPMALMOHHOM
cucteme;
(ab3aL, BBeaeH Mpukasom ®CTIK Poccum ot 15.02.2017 N 27)

TpeboBaHMA K 3aWwmTe CpeactB M cuctem, obecnedumsBarowmx  GYHKLMOHUPOBAHME
MHbOpPMaUMOHHOWM cucTembl (obecneumBatolLelt HOPACTPYKType);
(ab3aL BBegeH Mpukazom PCTIK Poccum ot 15.02.2017 N 27)

TpeboBaHMA K 3awmTe WHPOpMauMM Npu UHPOPMALMOHHOM B3aMMOAEWNCTBUM C WUHbIMU
NHPOPMALMOHHBIMU CUCTEMAMM U UHPOPMALMOHHO-TENEKOMMYHMKALMOHHBIMWU CETAMM, B TOM YMC/IE C
NHPOPMALMOHHBIMU CUCTEMAMM YNOJHOMOYEHHOIO ML, @ TaKKe NPYU NPUMEHEHUN BbIMUCAUTENbHbIX
pecypcoB (MOLLHOCTE), NPeAoCTaBAAEMbIX YNIONHOMOYEHHbIM IMLOM 18 06paboTkM MHbOPMaLMK.

Mpn onpeaeneHMn TpeboOBaHUI K cucTeMe 3aWmTbl UHGOPMAUUN MHOOPMALUMOHHON CUCTEMDI
YUYMTLIBAIOTCA MOJIOXKEHMA NOAUTUK obecneyeHns WHPopMaLMOHHOM 6e3onacHocTn obnagatens
MHbOPMaUMK (3aKa3umKa), a TakKe NoIMTUK obecneyeHuns MHGOPMaALMOHHOM Be3onacHOCTU onepaTopa
M YNOJIHOMOYEHHOrO NMLA B YacTM, He NPOTMBOpPeYalen nonuTUKam obnagatens WHboOpmauuu
(3akaszuuka).

(B pea. Mpukasa GCTIK Poccum ot 15.02.2017 N 27)

B cnyyae co3paHusa MHPOPMALMOHHOM cucTeMbl, GYHKLUMOHMPOBAHWE KOTOPOW npeanonaraercs
Ha 6ase MHPOPMALMOHHO-TENEKOMMYHMKALMOHHON WMHOPACTPYKTYPbl LeHTpa 06paboTKM AaHHbIX,
AOMNONHUTENBHO onpeaenatoTca TpeboBaHMA No 3awmTe MHPOpPMaLMK, Mog/exKalimMe peanusauun B
NHPOPMALNOHHO-TENEKOMMYHUKALIMOHHOW MHPPACTPYKTYpE LeHTpa 06paboTKu AaHHbIX.
(ab3aL, BBegeH Mpukazom ®CTIK Poccmum ot 28.05.2019 N 106)

Pa3paboTKa cucrembl 3amTbl UHGOPMaLMU MHGOPMALMOHHON CUCTEMBI

15. PaspaboTka cucTembl 3aWmTbl MHOOPMALMM MHPOPMALMOHHON CUCTEMbl OpraHuMsyeTcs
obnagatenem MHGopMaL MK (3aKa3unMKoMm).

PaspaboTka cucTembl 3alWmMTbl MHPOPMALUU MHOOPMALMOHHOM CUCTEMbI OCYLLECTBAAETCA B
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COOTBETCTBUMN C TEXHUYECKUM 3aZ.aHMEM Ha co34aHne MHGOPMALMOHHOM CUCTEMBI U (MAKN) TEXHUYECKUM
3ajaHMemM (4aCTHbIM TEXHMYECKMM 334aHMeM) Ha Cco3gaHue cucTeMbl 3aluTbl  MHopmaLmm
nHPopmaunoHHoM cuctembl ¢ ydyetom [OCT 34.601 "MHPopmaumoHHas TexHosorusa. Komnnekc
CTaHAapPTOB Ha aBTOMATM3MPOBaAHHbIE CUCTEMbI. ABTOMATU3NpPOBaHHble cuctembl. CTagumn cosgaHua"
(manee - FOCT 34.601), FOCT P 51583 1 TOCT P 51624 1 B TOM YncCae BKIKOYaET:

NPOEKTUPOBAHME CUCTEMbI 3aLWMTbl UHOOPMALUM MHPOPMALMOHHOM CUCTEMDI;

pa3paboTKy  3KCM/yaTaUMOHHOM  AOKYMEHTauuM Ha  cucTeMy  3aWuTbl  MHbopmaumm
MHOOPMALMOHHOM CUCTEMBI;

MaKeTUpoBaHUE M TeCTUpOBaHME CUCTeMbI 3alWuTbl MHGOPMALMU UHDOPMALMOHHON CUCTEMBI
(npn HeobxoanmocTH).

Cuctema 3awuTbl MHPopMaumMm WHOOPMALMOHHOM CUCTEMbI HE [AOXKHA NPensaTcTBOBATb
OOCTUXKEHUIO Uenein co3gaHna nHGOPMaLNOHHOM cucTembl U ee GYHKLNOHUPOBAHMIO.

Mpwn paspaboTke cuctembl 3aWmTbl MHOOPMALUMM UHPOPMALLMOHHOM CUCTEMbI YYMTbIBAETCS ee
MHGOPMAUMOHHOE B3aMMOAENCTBUE C MHBbIMU MHOOPMALMOHHBIMU CUCTEMaMWU U MHPOPMALMOHHO-
TENIEKOMMYHMKALUMOHHBIMW CETAMM, B TOM YnCe C MUHPOPMALNOHHBIMU CUCTEMAMM YNONHOMOYEHHOTO
NMUa, a TaKXe TMNPUMEHEHWE BbIYUC/IMTENIbHbIX PEecypcoB  (MOWHOCTEN), NpesoCTaBAsEMbIX
YNOJIHOMOYEHHbBIM IMLOM A5 06paboTKM MHOPMauUu.

15.1. Mpu1 NPOEKTUPOBAHNM CUCTEMbI 3aLLMTLI MHGOPMALMM MHPOPMALLMOHHOMN CUCTEMBI:

onpeaensaloTca TUNbl cybbekToB AocTyna (Noab3oBaTenun, NPOLLECChl U UHble Cy6beKTbl 4oCTyna) un
06BbEeKTOB A0CTyMa, ABAAKOWNMXCA ObbeKkTamu 3aumTbl (yCcTponcTBa, 06beKTbl $HalioBON CUCTEMBI,
3aMycKkaemble M WUCMOJSIHAEMble MOAY/N, OOBEKTbl CUCTEMbI yrpaBneHua 6asamu AaHHbIX, 06BLEKTHI,
co3aBaemble NPUKAagHbIM NPOrpamMMHbIM obecrnedyeHnem, MHble 06BbEKTbI 40CTYNa);

onpeaensaoTcs MeToAbl YNpaBAeHWs AO0CTYNOM (AMCKPELUMOHHbIA, MaHAaTHbIM, POSeBON WK
WMHble MeToAbl), TUMNbl AOCTyNa (Y4TeHue, 3anucb, BbINOJHEHWE WAW MHblE TUMbl AOCTyna) M npaBuna
pa3rpaHuyeHMa p[ocTyna cybbeKkToB A0CTyna K 0b6beKTam fAocTyna (Ha OCHOBE CMWUCKOB, METOK
6e30nacHOCTH, POsei 1 UHbIX NPaBUA), NoanexKaline peanmsaumm B MHGOPMaLMOHHON CUCTEME;

BblOMpatoTcA mepbl 3alWmTbl MHOOPMaLMKM, NOSJEXAWME peannsaumMm B CUCTEME 3aLUUTDI
nHPopMauum MHGOPMALMOHHOMN CUCTEMDI;

onpeaenalTcA BUAbI U TUMbl CPEACTB 3allMTbl MHOOpPMmaLMK, obecneunBatlolme peanusauumio
TEXHUYECKMX Mep 3aWunTbl MHGOPMaLLMK;

onpeAenseTca CTPYKTypa CUCTEMbI 3alnTbl MHOOPMALUU MHPOPMALLMOHHOM CUCTEMbI, BKAtOYanA
cocTaB (KO/IMYEeCTBO) M MeCTa pasmeLLEHNA ee 3/1eMEHTOB;

OCyLLEeCTBAAETCA BbIGOP CPeacTB 3alimTbl MHGOPMALMU, CEPTUGULIMPOBAHHBIX Ha COOTBETCTBME
TpeboBaHMaAM no 6e3onacHOCTM WHPOPMALMKW, C YY4ETOM WX CTOMMOCTW, COBMECTUMOCTU C
MHOOPMALMOHHBLIMN TEXHOMOTUAMU U TEXHUYECKMMM cpeacTBamu, OyHKUMA 6e3o0macHOCTU 3TUX
CpeacTs 1 0COBEHHOCTEN NX peannsaumm, a TakxKe Knacca 3allmieHHOCTU MHGOPMaLMOHHOMN CUCTEMBI;

onpeaenaloTca TpeboBaHMA K MapameTpam HacTPOMKM nporpammHoro obecrneyeHuns, BK/o4as
nporpammHoe obecnedyeHue cpeacts 3awmuTbl MHGOPMaUMM, obecrneumBaloWme peanusauuio mep
3aWUTbl MHPOPMALMK, @ TaKKe YyCTPaHEeHME BO3MOMKHbIX YA3BUMOCTEN MHGPOPMALMOHHOW CUCTEMBbI,
NPMBOAALLMX K BOSHUKHOBEHMIO yrpo3 6e30nacHoCT! MHGopMaLmu;
(B pea. Mpukasa GCTIK Poccum ot 15.02.2017 N 27)

onpenenarTca mepbl 3aWUThbl MHd)OpMaLI,VIVI npu MHd)OpMaLI,MOHHOM B3aMMOLI,el‘/JICTBVII/I C UHbIMU
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NHPOPMALMOHHBIMU CUCTEMAMMN U UHPOPMALMOHHO-TENEKOMMYHMKALUMOHHBIMWU CETAMM, B TOM YMC/e C
NHPOPMALMOHHBIMU CUCTEMAMM YNOJHOMOYEHHOIO NLA, @ TaKKe NPU NPUMEHEHUUN BbIMUCAUTENbHbIX
pecypcoB (MOLLHOCTE), NPeAoCTaBAfEMbIX YNONHOMOYEHHbIM MLOM A1a 06paboTkK MHbopMaLMK.

Pe3ynbTaTbl NPOEKTUPOBAHMA CUCTEMbI 3alWMTbl MHPOPMAUUN MHPOPMALMOHHOW CUCTEMDI
OTPAXKalOTCA B MPOEKTHON [AOKYMEHTauMn (3CKU3HOM (TexHMYeckom) npoekte M (unamn) B pabouelt
OOKYMEHTauMKM) Ha WMHPOPMALMOHHYIO cUCTEMY (cMcTemMy 3awmTbl MHGOPMALUKN MHPOPMALMOHHON
cuctembl), paspabatbiBaembix ¢ yyetom [OCT 34.201 "UHpopmauMoHHaa TexHonorua. Komnnekc
CTAHAAPTOB Ha aBTOMATM3MPOBAHHbIE CUCTEMbI. BMAbl, KOMNIEKTHOCTb U 0B03HAYeHME AOKYMEHTOB
npwu co3gaHnmM aBTOMaTU3NPOBAHHbIX cuctem" (ganee - FOCT 34.201).

MpoeKTHasA f[OKYMeHTauusi Ha MHOOPMALMOHHY0 cucTeMy W (Man) ee cucTemMy 3almThbl
MHPOpPMaUMK nog/exKaT CornacoBaHMI0 ¢ ONepaTopom MHGOPMALLMOHHON CUCTEMBI B C/y4ae, ec/M OH
onpeaeneH TAaKOBbIM B COOTBETCTBMM C 3aKOHOZATeNbCTBOM Poccuiickoi degepauum K MOMEHTY
OKOHYaHUA MNPOEKTUPOBAHUA CUCTEMbI 3aWUTbl MHPOPMALMM MHPOPMALMOHHOM CUCTEMbI U He
ABNAETCA 3aKa3YMKOM AAaHHON MHPOPMALMOHHOW CUCTEMDI.

Mpu OTCYTCTBUM HEOBXOAMMbBIX CPEeACTB 3aWuTbl UHOOPMaUUK, CEPTUPUUMPOBAHHBLIX Ha
cooTBeTcTBME TpeboBaHMAM No 6e3onacHOCTU MHbOPMaUUKM, opraHusyeTca paspaboTka (aopaboTka)
CpPeAcCTB 3alnTbl MHPOPMaALUUM U UX cepTUdUKaLMa B COOTBETCTBUM C 3aKOHOAATEIbCTBOM Poccuninckom
denepaunn AU NPOU3BOAMTCA KOPPEKTUPOBKA NMPOEKTHbIX PELleHNi No MHGOPMaLMOHHON cucTeme U
(nnn) ee cucteme 3awmTtbhl MHGOPMALUUM C yYeTOM GYHKLMOHANAbHbBIX BO3MOMKHOCTEN MMEHLIMUXCA
CepTUPUUMPOBAHHBIX CPEACTB 3aLLMUTbI MHbOPMaLUN.

MpM  NPOEKTUPOBAHUM  CUCTEMBbI  3aWUTbl  MHPOPMAUMM  MHOPOPMALMOHHOW  CUCTEMbI,
dYHKLMOHMPOBaHNE KOTOPOW npeanonaraetcd Ha 6ase MHOOPMALMOHHO-TENEKOMMYHUKALMOHHOM
MHPPACTPYKTYpbl LEeHTpa 06paboTKM AaHHbIX, A1A G6J0KMPOBAHMA aKTyasbHbIX yrpo3 6e3onacHocTy
NMHOPMaLMKN MOTYT BbITb MPMMEHEHbI Mepbl 3aWMTbl MHGOPMaLMK, peanmsyemble B MUHPOPMALMOHHO-
TENEKOMMYHUKALMOHHOWM MHPPACTPYKTYpE LLeHTpa 06paboTKM AaHHbIX.

(ab3aL BBegeH Mpukazom ®CTIK Poccmum ot 28.05.2019 N 106)

15.2. Pa3paboTKa 3KCMAyaTaLMOHHOM [OKYMEHTALMM Ha CcUCTeMy 3awuTbl MHOpMaLMK
MHPOPMALMOHHON CUCTEMbBI OCYLLECTBAAETCA B COOTBETCTBUM C TEXHUYECKUM 33aJaHMEM Ha co3jaHue
MHPOPMALMOHHON CUCTEMBI U (MIN) TEXHUYECKUM 3afaHuem (YaCTHbIM TeXHUYECKMM 3aJaHueM) Ha
CO34aHue cucTembl 3aLwmTbl MHGOPMaLMM MHOOPMALMOHHOM CUCTEMDI.

dKcnyaTalMOHHaA AOKYMEHTAUMA HA CUCTEMY 3aLLMUTbl MHOPMALMKN MHPOPMALLMOHHOM CUCTEMDBI
pa3pabaTbiBaeTca ¢ ydyetom [OCT 34.601, TOCT 34.201 n TOCT P 51624 n ponxHa B TOM u4ucne
cofepKaTb ONUCaHMe:

CTPYKTYpPbl CUCTEMbI 3aLLMTbI MHOOPMALMK MHOOPMALLMOHHOMN CUCTEMBI;

COCTaBa, MecCT YCTaHOBKW, NapaMeTpoB U nopAagKa HaCTpOl‘;ﬂ-(M cpeAacTts 3aWnTbl VIHd)OpMaLI,MM,
nporpamMmmHoOro obecneyeHua N TEXHUYECKUX cpencTs,

npaBWA 3KCNAyaTaLMmM CUCTEMbI 3aLLMTbl MHPOPMaLMM MHOOPMALMOHHOM CUCTEMBI.

15.3. MpK MaKeTUPOBaHUN U TECTUPOBAHMM CUCTEMbI 3aLUTLI MHPOPMALUKN MHPOPMALIMOHHOM
CUCTEMbI B TOM YMC/Ie OCYLLECTBAAIOTCA:

npoBepKa pa6OTOCI'IOCO6HOCTVI N COBMECTUMOCTU Bbl6paHHbIX cpeAacTs 3aWUThI VIHd)OpMaLI,VIVI C
MHd)OpMaLI,MOHHbIMM TEXHONOMMAMU U TEXHNYECKNMU CPeOCTBAMMU;

NpoBepKa BbINOSIHEHWUA BblIBPAaHHbLIMKW CPEACTBAMM 3aLLUTLI MHOPMALMK TPeboBaHUI K cucTeme
3aWwmTbl MHPopMaLmm MHPOPMALMOHHON CUCTEMDI;
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KOPPEKTMPOBKA NPOEKTHbIX PeLleHni, pa3paboTaHHbIX MPU CO34aHUN MHGOPMALMOHHOW CUCTEMDI
1 (Mamn) cucTembl 3aLLmMTbl MHOOPMALMU MHOOPMALIMOHHOMN CUCTEMBI;

ab3au, uckatoueH. - Mpukas PCTIK Poccum ot 15.02.2017 N 27.

MakKeTupoBaHMe CUCTEMbI 3aLLNTbI MHGOPMaLUK MHOOPMALIMOHHOM CUCTEMBI U ee TeCcTUpOoBaHUE
MOXEeT nNpoBOAUTbCS B TOM YWUC/e C WCMNONb30BaHMEM CPeACTB M METOA0B MOAE/IMPOBAHMS
MHOOPMALMOHHBIX CUCTEM W TEXHONOTNI BUPTYanU3aLmu.

BHeppeHUe cucTemMbl 3amTbl UHGOPMaL MU MHGOPMALMOHHON CUCTEMDBI

16. BHeapeHue cucTembl 3aWMTbl WMHPOPMALUKN UHPOPMALMOHHOW CUCTEMbI OpraHMU3yeTcs
obnagatenem nHbopmaLnm (3akasumkom).

BHegpeHuMe cucTembl 3aWwmTbl MHPOPMAUMM MHPOPMALMOHHON CUCTEMbI OCYLLECTBASETCA B
COOTBETCTBMM C MPOEKTHON W 3KCM/IyaTaUMOHHOM AOKYMEHTAUMeNW Ha cUCTemy 3alimTbl MHPOpMaL MK
MHGOPMALNOHHOM CUCTEMBI U B TOM YMUCAE BKIOYAET:

YCTQHOBKY M HaCTPOMKY CpeacTs 3almTbl MHGOPMaLMN B UHPOPMALMOHHOM CUCTEME;

pa3paboTKy AOKYMEHTOB, onpedenstolimx npasuaa M nNpoueaypbl, peasmsyemble OnepaTtopom
Ana obecneyeHna 3alWmTbl MHGOPMaLMK B MHGOPMALMOHHON cUCTEME B XOAe ee IKCNayaTauun (aanee
- OpraHM3auUmMoHHO-pacnopaamTeNnbHble AOKYMEHTbI MO 3aWmte nHbopmaumm);

BHeAPEHNE OPraHN3aLMOHHbIX Mep 3aWuTbl MHPOPMaLMK;
npesBapuTenbHble UCNbITAHUA CUCTEMBI 3aLMTbl MHPOPMALMKN MHGOPMALMOHHOM CUCTEMDI;
OMbITHYO 3KCMyaTaLMio CUCTEMbI 3aLLMTbI MHPOPMaLMKN MHPOPMALMOHHON CUCTEMDBI;

aHanu3 yAsBMMocTeit MIHGOPMALMOHHON CUCTEMbI U NMPUHATME Mep 3aWwuTbl MHOOPMALMK MO KX
yCTpaHeHuto;

npmnemoYHblie NcnbliTaHMA CUCTEMbI 3aLLUNTDbI MHd)OpMaLI,MM MHd)OpMal.LMOHHOVI CnCTembl.

K BHeApPeHWIO CUCTEMbl 3aWuUTbl WMHPOPMAULUKM MHGPOPMALMOHHOM CUCTEMbI MpPUB/EKAETCA
onepatop WHPOPMALMOHHOW CUCTEMbI B CAy4vae, eCAn OH onpeaesieH TaKOBbIM B COOTBETCTBUM C
3aKoHoAaTenbCcTBOM Poccuiickon degepaunm K MOMEHTY BHEAPEHUA CUCTEMbI 3alLMTbl MHPOpMaLmm
MHGOPMALNOHHOM CUCTEMBI U HE ABNSETCA 3aKa3YMKOM AAHHON MHPOPMALIMOHHOM CUCTEMBI.

16.1. YcTtaHOBKa M HacTpolKa cpeacTB 3awuTbl MHGOpMaAUMM B MHPOPMALMOHHON cucTeme
OO/IKHA NPOBOAMTLCA B COOTBETCTBUM C IKCMIYATALMOHHOW AOKYMEHTALUMEN Ha cucTemy 3aliuThbl
MHbOPMaLUN MHPOPMALLMOHHOM CUCTEMDI U AOKYMEHTAUMEN HA CPEACTBA 3aLLMTbl UHOPMALUN.

Cpeactea  3awmtbl  MHbOpPMaLMM, YyCTaHaBAMBaemMble B  WHOOPMAaLUMOHHON  cUCTEMe,
bYHKUMOHMpPYIOLLEe Ha 6a3e WHPOPMALMOHHO-TENEKOMMYHUKALMOHHOMW MHOPACTPYKTYpbl LeHTpa
06paboTKN AaHHbIX, A0MXHbl 6blTb COBMECTUMbI Mexay Coboi, a TaKKe Co cpeAcTBamMu 3alluUTbl
MHbOPMaLNK, YCTAHOBAEHHbIMU B MHPOPMALIMOHHO-TENIEKOMMYHUKALMOHHOM MHOPACTPYKType LeHTpa
06paboTKN AaHHbIX.

(ab3au, BBegeH Mpukaszom PCTIK Poccum ot 28.05.2019 N 106)

16.2. PaspabaTtbiBaemble  OpPraHWM3aUMOHHO-PACNOPAOMUTENbHbIE  AOKYMEHTbl MO 3awuTe
MHOPMaLMN LOMKHBI ONPeaensTb Npasua U NpoLeaypbl:

ynpasneHua (agMUHUCTPUPOBAHMA) CUCTEMOI 3aLLUTbI MHGOPMALIMM MHPOPMALLMOHHOM CUCTEMBI;

BbIABAEHUA WUHUMAEHTOB (04HOrO CO6bLITUA UAW TPYNNbl COBbITUI), KOTOpPble MOTYT MPUBECTU K
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cb6oAmM MAM HapyweHno GYHKLMOHMPOBAHUA MHOOPMALMOHHOMW CUCTEMbI U (MM) K BOSHUKHOBEHWUIO
yrpos 6e3onacHocTi nHdGopmaLmm (aanee - UHUMAEHTbI), U pearMpoBaHMA Ha HUX;

ynpaBieHuMa KoHdurypaumen aTtecToBaHHOM MHPOPMALMOHHOM CUCTEMbI U CUCTEMBI 3aLLMUTbI
nHbopmaunm MHGOPMALMOHHOM CUCTEMDI;

KOHTpons  (MOHWUTOpWMHra) 3a obecneyeHMeM YPOBHA  3aLUMLLEHHOCTM  WMHPOpMaLUK,
cogaepKalerica B UHGOPMALMOHHOMN CUCTEME;

3alLMTbl MHOOPMALMM MPU BbIBOAE M3 3KCMAyaTauMM WMHPOPMALMOHHOM CUCTEMbI MM Moc/e
NPUHATUA peweHns 06 OKoHYaHUKM 06PabOTKN MHPOPMaLMK.

16.3. Mpu BHeAPEHWUM OPraHM3aLMOHHbIX Mep 3aLWnUTbl MHGOPMALMK OCYLLLECTBASIOTCS:

peanusauma NpaBua pasrpPaHUYeHns A0CTyna, PeraMeHTUPYIoWMX npaBa A0CTyna cyObeKTos
[0CTyna K obbeKTam A0CTyna, U BBeAeHME OrpaHUYeHU Ha AeNCTBMA MOJib30BaTefien, a TaKXe Ha
M3MEeHeHMe YCNOBUIN 3KcnayaTaumm, CoCTaBa U KOHPUIypaLUnmM TeXHUYECKMX CPeacTB U NPOrpaMmMHOro
obecneyeHus;

npoeepKa MNOJIHOTbI WU  AOeTabHOCTUM ONUCaHMA B  OPraHU3aUMOHHO-pacnopAaUTENbHbIX
AOKYMeEHTax no 3auuTe MHd)OpMaLI,MM AEﬁCTBMVI nonb3oBaTenem n AAMUHUCTPATOPOB
MHd)OpMaLLMOHHOVI CncTtembl No peannsaumm opraHM3aUMOHHbIX Mep 3aLlWNTbI VIH(I)OpMaLI,MM,'

OTpaboTKa AeNCTBUIA AOMKHOCTHBIX /UL, U NOAPA3AENEHNIN, OTBETCTBEHHbIX 33 Peasnsauuto mep
3aWwmTbl MHPOPMaLMK.

16.4. NMpegBapuTenbHble UCMbITAHUA CUCTEMbI 3aLWMTbl HGOPMALUU MHPOPMALIMOHHON CUCTEMDI
nposoaatca ¢ ydyetom [OCT 34.603 "WMHdbopmaumoHHaa TexHonorma. Buapl uvcnbiTaHui
aBTOMaTM3MpPOBaHHbIX cuctem" (panee - FTOCT 34.603) n BKAOYAOT NPOBeEPKY paboTtocnocobHocTu
cucTembl  3aWnTbl  MHPoOpMauMM WHGOPMALMOHHOM CUCTEMBI, @ TaKXKe MNPUHATUE pelleHua o
BO3MOXHOCTM OMNbITHOM 3KCAyaTauMm CUCTEMBbI 3aLUTbl UHGOPMALMN MHPOPMALLMOHHOMN CUCTEMBI.

16.5. OnbiTHaA 3KcnayaTauma cuUcTembl 3aWwmTbl MHPOPMALMKM MHOOPMALMOHHOM CUCTEMDI
nposoantca ¢ ydyetom FOCT 34.603 u BKAtoYaeT NpoBepKy OYHKUMOHUPOBAHWUSA CUCTEMbI 3aLUMUTbI
nHbopmauym MHGOPMALNOHHOM CUCTEMBI, B TOM YMUCNE PEeaNN30BaHHbIX Mep 3awuTbl HGOpMauuK, a
TaK¥Ke roTOBHOCTb NO/Ib30BaTeNEN U aAMUHUCTPATOPOB K 3KCNAyaTaLUmM CUCTEMBI 3awMTbl MHPOpMaLmMm
MHPOPMALMOHHOM CUCTEMBI.

16.6. AHanu3 yaAssumocTelt MHPOPMALMOHHOM CUCTEMbI NPOBOAMUTCA B LIENSAX OLLEHKM
BO3MOXHOCTM NPEoAO0/IeHUA HapyLUUTENEM CUCTEMbI 3aLLUTbI MHPOPMaLMN MHPOPMALLMOHHOM CUCTEMDBI
W NpenoTBpaLLeHns peannsaunm yrpos 6esonacHocTn nHbopmaLmu.

AHanus yAsBMmocTel MHPOPMALMOHHOW CUCTEMbI BKNKOYAET aHaAM3 YA3BMMOCTEN CpeacTs
3aWmUTbl UHGOPMALUMKM, TEXHUYECKUX CPeacTB WM nporpammHoro obecneyeHns WMHPOPMALMOHHOM
cUcTeMbl.

Mpu aHanuse ysasBMMOCTEN WHPOPMALMOHHOM CUCTEMBI MPOBEPSAETCA OTCYTCTBME M3BECTHbIX
YA3BMMOCTEN CPEeACTB 3alnTbl MHPOPMALMKN, TEXHUYECKMUX CPEACTB U NporpammHoro obecnedyeHus, B
TOM 4YMC/e C y4yeToOM MHPOpMaLMK, UMelolenca y pa3paboTuMKoB M MNOMYYEHHOW M3  ApYyrux
06LEeA0CTYNHbIX MCTOYHMKOB, NPaBMAbHOCTb YCTAHOBKM UM HACTPOMKM CPeACTB 3alMTbl MHbOPMALMHK,
TEXHUYECKMX CPEACTB M NPOrpamMmMHOro obecneyeHmns, a TaKKe KOPPEKTHOCTb paboTbl CpeacTs 3aLmThl
MHPOPMaLMN NPU UX B3aUMOAENCTBMUM C TEXHUYECKUMM CPEACTBAMM M NPOrpaMmMHbIM obecneyeHnem.

B C/lydae BbiABNEHUA YH3BMMOCTEﬁ MHd)OpMaLLMOHHOVI cncremol, npneogALINX K BO3SHUMKHOBEHUIO
AONOJIHUTENIbHbLIX  YIrpo3 6e3sonacHocTH VIHd)OpMaLI,MM, nposoguTcA YTOYHEHME MOOEeNnN Yyrpos
6e3onacHocTH VIHd)OpN\aLI,VIVI n npu HEO6XOAMMOCTM NMPUHUMAKOTCA AONO/IHUTE/IbHbIE MEPDbI 3alUNTbI
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VIHd)OpmaLI,VIVI, Hanpas/ieHHble Ha YCTpaHeHWe BbIABNEHHbIX yﬂ3BVIMOCTel\/’1 U1 UCKNw4vawuwmne
BO3MOXHOCTb MCMON1Ib30BaHUA HapyLwnTenem BbiABNEHHbIX yﬂ3BMMOCTel\/‘|.

Mo pesynbTaTam aHanM3a yA3BUMOCTEN AOJIKHO ObiTb MOATBEPMKAEHO, YTO B MHOOPMALMOHHOM
cMCTEME OTCYTCTBYIOT YA3BUMMOCTHU, coaepKalmeca B 6baHKe AaHHbIX yrpo3 6e3onacHocTM MHpopmaumm
®CTIK Poccuu, a TaKyKe B UHbIX UCTOUYHMKAX, UM UX UCMO/MIb30BaHME (3KCnyaTauma) Hapylimutenem
HEBO3MOXHO.

(ab3au, BBegeH Mpukaszom PCTIK Poccum ot 15.02.2017 N 27)

16.7. MpueMoyHble WCMbITaHWUA CUCTEMbI 3alMTbl MHOPMaLMU MHOGOPMALMOHHON CUCTEMDI
nposoasTca ¢ yyetom FOCT 34.603 1 BKAHOYAIOT NPOBEPKY BbINOMHEHMA TPEOOBaAHUM K CUCTEME 3aLUMTHI
MHbOPMALUN MHPOPMALMOHHOW CUCTEMbI B COOTBETCTBMM C TEXHUYECKMM 33JaHMEM Ha COo3jaHue
MHPOPMALMOHHON CUCTEMBI U (MAIU) TEXHUYECKMM 3aZaHMEM (YacTHbIM TEXHUYECKUM 3adaHMeMm) Ha
co3/aHue cMCTeMbI 3aWnTbl MHGOPMALMM MHGOPMALMOHHOMN CUCTEMBI.

AtTectaumna MHPOPMaLMOHHOM CUCTeMbI U BBOJ, ee B AelcTBue

17. ATtrectaums MHPOPMALMOHHOM CUCTEMbI OpraHusyetca obnagaTtenem uHpopmaumm
(3aKa3uMKOM) MM ONEpPaTOPOM M BK/OYAET NPOBEAEHME KOMIMJIEKCA OPraHM3aLMOHHbIX U TEXHUYECKUX
MEpPONPUATUIA (aTTeCTaUMOHHBIX UCMbITaHWI), B pe3ynbTaTe KOTOPbIX MOATBEPKOAETCA COOTBETCTBME
CUCTEMBI 3aWMTbl MHGOPMALUM MHGOPMALMOHHOM cUCTEMBI HAacToAWMM TpeboBaHMAM.

MpoBeseHMe aTTeCTaLMOHHbIX UCMbITaHUN MHOOPMALMOHHOM CUCTEMBI AONKHOCTHBIMU AULLAMMU
(pabOTHMKAMM), OCYLLECTBAAIOWMMM MNPOEKTUPOBAHME U (MAKM) BHeOpPEHWE CUCTEMbI  3aLMTI
nHbopmauym HGOPMALNOHHOM CUCTEMDI, HE AOMYCKaeTCA.

(ab3aL BBegeH Mpukazom PCTIK Poccum ot 15.02.2017 N 27; B pen. Mpukasa ®CTIK Poccum ot
28.05.2019 N 106)

17.1. B KayecTBe UCXOAHbIX AAHHbIX, HEOOXOANUMbBIX 418 AaTTeCTaunmM MHGOPMALMOHHON CUCTEMDI,
MCMNONb3YOTCA MoAeNb yrpo3 6e30nacHOCTM MHPOPMALMK, AKT KnaccuduKauum MHPopMaLMOHHOM
CUCTEMbI, TEXHMYECKOE 33JaHMe Ha Cco3haHMe WHPOPMAUMOHHOM cucTembl U (MAK) TexHUYecKoe
3ajaHue (4acTHoe TexHMyeckoe 3afaHue) Ha Co3gaHuMe CUCTeMbl  3awuTbl  MHOpPMaLMU
MHOOPMALMOHHON CUCTEMbI, MPOEKTHas M 3KCM/yaTaUMOHHaA AOKYMEHTaLMA Ha CUCTEMY 3alluTbl
nHbopmauum WHGOPMALMOHHOM CUCTEMbI, OPraHM3aLMOHHO-pacnopaanTesibHble AOKYMEHTbl MO
3awmTe MHbOPMaUMKM, pe3yabTaTbl aHanM3a yAa3BUMOCTEN WHOOPMALMOHHOM CUCTEMBI, MaTepuabl
npeaBapuUTebHbIX M MPUEMOYHbIX WCMbITAHWUIA CUCTEMbI 3aliMTbl MHbOPMaLMKU MHOOPMALMOHHOM
CUCTEMbI, @ TaKKe MWHble [OKyMeHTbl, pa3pabaTbiBaemMble B COOTBETCTBMM C HACTOALWMMM
TpeboBaHMAMM.

17.2. Attectauma WMHGOPMALMOHHOM CUCTEMbI NMPOBOAUTCA B COOTBETCTBUMM C NPOrpammol u
METOANKAMM aTTECTALMOHHbIX UCNbITaHMI 40 HaYana 06paboTKM MHPOPMALMK, NoANENXKallel 3alwmTe B
MHOGOPMAUNOHHOM cucteme. Jna npoBefeHMA aTTectaumm MHGOPMALMOHHOW CUCTEMbI NMPUMEHAIOTCA
HaLMOHa/bHble CTaHAAPTbI, @ TaKXe MeToaMYecKne AOKYMEHTbl, pa3paboTaHHble U YTBEPXKAEHHbIe
®CT3K Poccum B COOTBETCTBUM C noAnyHKTOM 4 nyHKTa 8 lMonoxeHus o PepepanbHon cny:kbe no
TEXHUYECKOMY W 3KCMOPTHOMY KOHTPOIO, YTBEPXKAEHHOro YkKaszom [lpe3mgeHta Poccuickoi
depepaunn ot 16 asrycta 2004 r. N 1085.

Mo pelleHMIo 3aKasumKa (onepaTtopa) aTTecTaUMOHHbIE UCMbITAHUA MOTYT 6biTb COBMELLEHbI C
npoBeaeHUeM MPUEMOUHbIX UCMbITaHUIA MHPOPMALMOHHOMN CUCTEMBI.
(ab3au, BBegeH Mpukaszom PCTIK Poccum ot 28.05.2019 N 106)

Mo pesynbTaTam aTTECTALUMOHHBLIX MWCMbITaHUI O0POPMAAIOTCA NPOTOKO/bI  aTTECTALMOHHbIX
WCNbITAHUIN, 3aK/lO4YeHMe O COOTBETCTBUM MHPOPMALMOHHON cucTembl TpeboBaHMAM O 3almTe
MHbOpMaLUMM UM aTTecTaT COOTBETCTBUS B C/Ayyae [MOJIOKUTE/bHbIX Pe3ynbTaToB aTTecTalUOHHbIX
MCNbITaHU.
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Mpy npoBeAeHUW aTTeCTAaUMOHHBIX WCMbITAaHUIA AOMKHBI MPUMEHATBCA Cleaylolme MeToapbl
NPoBEpPOK (McnbITaHUN):
(ab3aL, BBeaeH Mpukazom ®CTIK Poccum ot 15.02.2017 N 27)

3KCMEePTHO-AOKYMEHTANbHbIN MeTOoA, NpPeaycMaTPUBAlOLWMIA NPOBEPKY COOTBETCTBMA CUCTEMDI
3aWmTbl  MHPOPMaLMN  WMHPOPMALLMOHHOM CUCTEMBI YCTaHOBAEHHbIM TpeboBaHMAM MO 3awmTe
MHGOPMAUMM, Ha OCHOBE  OLEHKM  IKCMAYATAaUMOHHOW  OOKYMEHTauuMu, opraHu3auMOHHO-
pacnopAgMTeNbHbIX AOKYMEHTOB NO 3alnTe MHOOPMALMKM, a TaKKe YCNoBUN PYHKLUMOHMPOBAHMA
MHPOPMALNOHHOWN CUCTEMDI;
(ab3aL, BBegeH Mpukasom PCTIK Pocemm ot 15.02.2017 N 27)

aHann3 yA3BMMOCTEN WHPOPMALMOHHON CUCTEMbl, B TOM YMCAE BbI3BaHHbIX HENpPaBW/IbHOW
HaCTpoliKoW (KOHUrypnpoBaHMeM) NporpaMmHoro obecneyeHus U cpeacTs 3almTbl UHGOpPMaLUy;
(ab3aL, BBegeH Mpukasom PCTIK Poceum ot 15.02.2017 N 27)

NCNbITaHWUA cUCTEMbI 3aWmThI MHbopMaLUn nytem OCyLLEecTBAEHMA NOMbITOK
HeCcaHKUMOHWPOBAHHOro AocTyna (Bo3gencrsva) K MHGOPMaUMOHHON cucteme B 06xon ee cucTembl
3aWmTbl MHPOpMaLMK.

(ab3aL, BBeaeH Mpukasom ®CTIK Poccum ot 15.02.2017 N 27)

17.3. [onycKkaeTca aTrectauya MHPOPMALMOHHON CUCTEMbI HA OCHOBE pPe3y/bTaToB
aTTeCTALUMOHHbIX  WCMbITAHWA  BblAENEHHOrO Habopa CermeHToB WHOOPMALMOHHOM  CUCTEMDI,
peannsyoLWwmnx NOAHYI0 TEXHONOTNIO 06paboTKM MHPopMaLMK.

B aTOM c/lyyae pacnpocTpaHeHue aTTecTaTta COOTBETCTBUA Ha Apyrme cermeHTbl MHd)OpMaLLMOHHOVI
CNCTEMDBI OcCyLllecTBnAeTCcA npn ycnoBmm UX COOTBETCTBUA CErmeHTam MHd)OpMaLLMOHHOVI Cncrembl,
npowegwnm atTreCtallMoOHHbIE UCNbITAHUA.

CermeHT cuyMTaeTcA COOTBETCTBYIOWMM CEerMeHTy WHGOPMAUMOHHOW CUCTEMbI, B OTHOLLUEHUM
KOTOporo 6binn NpoBeAeHbl aTTECTALMOHHbIE UCMbITAHWUA, ECIN ANA YKA3aHHbIX CErMEHTOB YCTaHOB/IEHbI
OZMHAKOBbIE KNACChbl 3aLLMLLEHHOCTH, Yrpo3bl 6e30nacHOCTU MHPOPMALLUKN, PeaNN30BaHbI O4MHAKOBbIE
NMPOEKTHbIE peLleHMa No MHGOPMALIMOHHOM CUCTEME N ee CUCTEME 3alMTbl UHGOPMaLUW.

CooTBeTcTBME CermeHTa, Ha KOTOPbI pPacnpocTpaHAEeTCA aTTectaT COOTBETCTBUA, CErMeHTY
MHPOPMALMOHHON CUCTEMbI, B OTHOLIEHUN KOTOPOro Obln NpoBeseHbl aTTeCTaLMOHHbIE UCMbITaHKS,
NoATBEPXKOAETCA B XO4€ MPUEMOYHbLIX MCMbITaHWMI MHOOPMALMOHHOM CUCTEMbI WN CErMEHTOB
MHPOPMALMOHHOM CUCTEMBI.

B cermeHTax MHOPMALMOHHOM CUCTEMBI, HA KOTOPbIe PAacNpPOCTPaAHAETCA aTTecTaT COOTBETCTBUA,
onepaTopom obecneunsaetca cobntofgeHne 3KcnayaTalMOHHOM AOKYMEHTaLuMu Ha cucTemMy 3aliuThbl
nHPopmauumn MHOOPMALMOHHONW CUCTEMbI U OPraHM3aLMOHHO-PACNOPAAUTENbHbBIX AOKYMEHTOB MO
3awmTe nHpopmaumm.

OcobeHHOCTH aTTecTauun MHGOPMALMOHHOW CUCTEMbI HAa OCHOBE PE3y/IbTaTOB aTTeCTaLMOHHbIX
UCNbITaHUI BblAENEHHOrO Habopa ee CEermeHTOB, a TaKXe YCN0BMA W MOPAJOK PacnpoCTpaHeHus
aTrecrtata COOTBETCTBUA Ha ApPYrne cermeHTbl MHGOPMALIMOHHOWN CUCTEMbI ONPEAENAIOTCA B Nporpamme
N METOAMKAX aTTeCTALMOHHbIX UCMbITAHWIA, 3aK/IIOYEHUN U aTTecTaTe COOTBETCTBUA.

17.4. ATTectaT COOTBETCTBMA BblAAETCA HA BECb CPOK IKCMAyaTaLunm MHGOPMALMOHHOW CUCTEMDI.
Onepatop (o6nagaten MHbopmaumu) B XoAe 3KCNAyaTauum WHPOPMAUMOHHOM CUCTEMbI [AO/KEH
obecneumBaTb MOAAEPNKKY COOTBETCTBMA CUCTEMbI 3alMUTbl MHPOPMALMKM aTTecTaTy COOTBETCTBMA B
paMKax peannsaunm MeponpuaTnii, NpeaycmMoTpPeHHbIX NyHKTOM 18 HacToswmx TpeboBaHMIA.

(n. 17.4 B pea. Mpwukasa CTIK Poccum ot 28.05.2019 N 106)

17.5. Beog B [AeictBMEe WHPOPMALMOHHOM CUCTEMbI OCYLLECTBAAETCA B COOTBETCTBUM C
3aKoHogaTenbcTBOM Poccuiickoli Pepepauumn 06 MHbopmaumm, MHPOPMALMOHHBIX TEXHONOTUAX U O
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3awmTe nHpopmaumm u ¢ ydetom FOCT 34.601 1 npmn HaANYMK aTTecTaTa COOTBETCTBUA.

17.6. WNHbopmaumoHHble cucTtembl, OGYHKUMOHUPYOWME Ha 6a3e ob6lwen UHPPaACTPYKTYpbI
(cpeacTs BbIMMCAUTENBHOW TEXHWKWU, CEPBEPOB TEJIEKOMMYHMKALMOHHOIO 0bopyAoBaHMA) B KayecTse
NPWKNALHbIX CEPBMUCOB, MOA/EKAT aTTECTALMM B COCTABE YKAa3aHHOM MHPPACTPYKTYpbI.

B cnyyae ecnm  MHPOpPMaLMOHHAA cuctema co3gaetca Ha 6ase  WMHPOPMALMOHHO-
TENEKOMMYHUKALLMOHHOWM MHPPACTPYKTYpbl LeHTpa 06paboTKM AaHHbIX YNOJHOMOYEHHOro Anua, Takan
MHPPACTPYKTypa LeHTpa 06paboTKM AaHHbIX AO/IKHA ObiTb aTTECTOBAHA Ha COOTBETCTBME HACTOALMM
TpeboBaHMAM.

(8 pea. Mpukasa PCTIK Poccum ot 28.05.2019 N 106)

Mpu aTTecTaunm MHPOPMALMOHHOW CUCTEMbI AO0MKHbI MCMONb3YIOTCA pPe3ynbTaThl aTTecTauum
obuelt MHPpacTpyKTypbl onepatopa MHGOPMALMOHHOMN CUCTEMDbI.
(n. 17.6 BBeaeH Mpukasom PCTIK Poccum ot 15.02.2017 N 27)

ObecneueHue 3aWmTbl MHPOPMaLUKM B XO4e 3KCNAyaTauumn
aTTecTroBaHHON UHGOPMALMOHHOI cUCcTeMbI

18. ObecneyeHue 3awWmMTbl MHPOPMALMM B XoAe IKchayaTauum WHOOPMALMOHHOM CUCTEMDI
OO/MKHO OCYLLECTBAATLCA OMNEpaTopoOM B COOTBETCTBUM C IKCMAYaTAUMOHHOW [OKYMEHTaumen u
OpPraHM3aUNOHHO-PACMOPAANTE/IbHBIMM  AOKYMEHTaMKM MO  3awmte WHGOPMALUUM U BK/OYATb
cnegyrowme MeponpuaTUA:

nAaHUpPOBaHME MEPONPUATUIA NO 3almTe MHGOPMALMK B MHGOPMALIMOHHON CUCTEME;
aHanu3 yrpo3 6e3onacHoOCTU MHPOPMaLMK B MHGOPMALMOHHOW CUCTEME;

ynpasneHve (agMUHUCTPUPOBAHWE) CUCTEMOM  3aWmTbl  MHPOPMAUMKM  MHPOPMALMOHHOM
cucTemsl;

ynpasseHue KoHdurypaumen MHPopPMaLMOHHON CUCTEMBI U €e CUCTEMOM 3aWmTbl HOPMaLUKY;
pearMpoBaHue Ha MHUWAEHTbI;
MHbOPMMpPOBaHME U 0OYyYeHNEe NePCcoHaNa MHGOPMALNOHHOMN CUCTEMDI;

KOHTpO/b 3a obecneyeHMem YpPOBHA 3alUMILEHHOCTM MHPOpMaUMKM, codepskalleica B
MHPOPMALMOHHON cucTeMe.
(n. 18 B peg. Mpukasa CTIK Poccum ot 28.05.2019 N 106)

18.1. B xoae naaHMpPOBaHUA MeponpuATKIA No 3awmute MHGopmaLmm B MHGOPMALMOHHON cucTeme
OCYLLEeCTBNAOTCA:

onpeaeneHne nuL, OTBETCTBEHHbIX 3a NAAaHMPOBAHME WM KOHTPOJb MEPOMNPUATUIA MO 3aluTte
nHpopmauum B NHGOPMaALIMOHHOMN CUCTEME;

onpeageneHune nnuy, OTBETCTBEHHbIX 3a BblAB/IEHNE UHUMNAEHTOB U pearnposaHme Ha HUX;

pa3paboTka, yTBEPXKAEHME M aKTyanu3auusa naaHa MeponpuaTMiA No 3awmTte uHpopmauum B
MHGOPMALNOHHOM CUCTEME;

onpeaeneHve TMopsAKka KOHTPOJIA BbINOJIHEHWA MepPonpuATMI No obecneyeHuto  3almTbl
MHPOpPMaLUKN B UHPOPMALMOHHOM CUCTEME, MPEAYCMOTPEHHbIX YTBEPKAEHHbBIM MNAHOM.

MnaH meponpuaTMiA No 3awute MHGOPMaLMK B MHOOPMALLMOHHOMN CUCTEME YTBEPKAAETCA BMecTe
C NpPaBOBbIM aKTOM OpraHa WCMNOAHWTENbHOW BAacTM O BBoAe WMHOOPMALMOHHOM CUCTEMbI B
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IKCNayaTauuto.

KOHTpO/b BbINONHEHUA MEPONPUATUIN, NPeLyCMOTPEHHbIX MJAHOM MEPONPUATUI MO 3almTe
nHbopmauum B MHGOPMALIMOHHOM CUCTEME, OCYLLECTBAAETCA B CPOKM, OnpenesieHHble yKasaHHbIM
naaHom.

(n. 18.1 B pea. Npukasza PCTIK Poccmum o1 28.05.2019 N 106)

18.2. B xoge aHanu3a yrpo3 6e3onacHocTM MHPopmauum B MHGOPMALMOHHOM cUcTeme B Xoae ee
9KCNyaTaumMmM OCyLLEeCTBAAIOTCA:

BblIB/IEHWE, aHA/IN3 U YCTPaHeHWe yA3BUMOCTEN MHGOPMALLMOHHON CUCTEMBI;
aHa/IM3 M3MeHeHMUs yrpo3 6esonacHocT nHGopMaumMm B MHGOPMALMOHHOMN CUCTEME;

OLLeHKa BO3MOMHbIX MOCNeACTBUIA  peanusaumm  yrpo3 6esonacHocTM  MHGOpMauuu B
MHGOPMALNOHHOM CUCTEME.

MeproanYHOCTb NPOBEAEHMA YKa3aHHbIX paboT onpeaenserca onepaTtopom B OpraHM3aLMOHHO-
pacnopaaMTeNnbHbIX JOKYMEHTAX Mo 3awmute MHPopMaumun.
(n. 18.2 B pea. Mpwukasa CTIK Poccum ot 28.05.2019 N 106)

18.3. B xoge vynpaBneHus (aAMWHUCTPUPOBAHMA) CUCTEMOM  3awWmUTbl  MHOpPMaLUU
MHPOPMALMOHHOM CUCTEMbI OCYLLLECTBAAKOTCA:

onpeaeneHne nuL, OTBETCTBEHHbIX 3a ynpasiaeHWe (agMUHUCTPUPOBAHWME) CUCTEMOW 3aLMTbI
nHbopMaUnM MHGOPMALMOHHOM CUCTEMDI;

yrnpaB/iieHMe YyYeTHbIMM 3aNUCAMM MOb30BaTeNEN U MoagepKaHWe B aKTya/lbHOM COCTOAHMMU
npaBua pasrpaHMyeHusa 4ocTyna B UHGOPMALMOHHOM CUCTEME;

ynpaBs/eHue CpeacTBamMM 3aLWmTbl UHPOPMaLUM MHPOPMALMOHHOM CUCTEMbI;

ynpasneHue O0BHOBAEHMAMM MPOrPaMMHBIX M NPOrpaMmmMHO-annapaTHbIX CPeACTB, B TOM yucie
CPeACTB 3alWuTbl MHOOPMALMK, C yd4eTom ocobeHHocTer OYHKUMOHMPOBAHUA WHGOPMALMOHHOWN
cucTemsl;

LeHTpaNn30BaHHOE ynpaB/ieHWe CUCTEMOW 3almTbl MHPopMaLMU MHPOPMALMOHHON CUCTEMDI
(npu HeobxogMmocTH);

MOHUTOPWUHT M aHaNM3 3aPerncTpmpoBaHHbIX COBbITUIA B MHGOPMALMOHHOM CUCTEME, CBA3AHHbIX C
obecneyeHnem 6esonacHocTH (ganee - cobbiTUs 6Ge3onacHOCTH);

obecneyeHne GYHKLMOHNPOBAHUA CUCTEMBI 3aLLMTbI MHPOPMALMN MHPOPMALMOHHOM CUCTEMbI B
X04e ee 3KCMAyaTaumu, BK/IOYAnA BeAEHME ISKCMIyaTauMOHHOW [AOKYMEHTaUMM M OpraHm3auMOHHO-
pacnopaaMTenbHbIX LOKYMEHTOB MO 3alwuTe MHPOPMaL UK.
(n. 18.3 B pea. Mpwukasa CTIK Poccum ot 28.05.2019 N 106)

18.4. B xoge ynpasneHusa KoHdurypaumein MHGOPMALMOHHOM CUCTEMbI U €€ CUCTEMbI 3aLLUTbI
MHOPMaLMN OCYLLECTBNSIOTCS:

onpegeneHne nuy, KOTOpbiM paspeLleHbl AeﬁCTBMﬂ No BHECEHWUIO U3MEHEHUI B KOHd)MI'ypaLI,VII-O
MHd)OpMaLI,MOHHOI‘/JI CNCTEMDI N €€ CUCTEMbI 3alLNTDI VIHd)OpMaLI,VIM, n nx I'IOJ'IHON\OLIMIZ,'

onpeaeneHne KOMMNOHEHTOB MHOOPMALMOHHOW CUCTEMbI U ee CUCTEMbI 3alUMTbl MHPOPMALMM,
noaNeXalWmx WM3MEHEHUID B paMKax ynpasaeHus KoHoburypaumein (ngeHTuduKauma ob6beKToB
ynpaBsfieHna KoHourypaumei): nporpammHo-annapaTHble, NPorpamMmMHble CpeacTBa, BKAOYasA cpeacTsa
3aWmnTbl MHGOPMALMKM, WX HACTPOMKM M NPOrPaMMHbIA KoZ, 3KCMyaTauMOHHasA AOKyMEeHTauus,
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nHTepoelicbl, Ganbl U MHblE KOMMNOHEHTbI, NoANeXKalme U3MEHEHNIO U KOHTPO/IIO;

ynpaB/fieHUe U3MEHEeHUMU UHPOPMALIMOHHOM CUCTEMbI M ee CUCTEMbI 3allunUTbl MHGOPMAaLMK:
pa3paboTKka NnapamMeTpoB HACTPOMKMK, obecneymBaloLWmnX 3alnTy MHPopMaLuum, aHa M3 NOTEHLUMAIbHOTO
BO34€eMCTBMA NAAHUPYEMbIX U3MEHEHUN Ha obecrnedyeHne 3aWunTbl MHGOPMALMKN, CaHKLMOHMPOBAHME
BHECEHUA W3MEHEHMA B WHOOPMAUMOHHYIO CUCTEMY W €e CUCTeMy 3awuTbl WHbOopmaumuy,
OOKYMEHTUPOBaHWEe AEeNCTBUIA MO BHECEHUIO U3MEHEHUI B MHPOPMALMOHHYIO CUCTEMY U COXPAHEHMue
OaHHbIX 06 M3MEHEHMAX KOHPUrypaumu;

KOHTPO/Ib OEMCTBMIA MO BHECEHUIO M3MEHEHW B MHGPOPMALMOHHYIO CUCTEMY M €e cucTemy
3aLWMTbl MHGOPMALUMK.

PeannsoBaHHble NpoLEecchl ynpaBaeHUsA U3MeHEHUAMU MHOOPMALMOHHOM CUCTEMbI U €€ CUCTEMbI
3aWmMTbl  MHGOPMAUMKM  [OOJIKHbI  BKAOYATb MPOLLECCbl  FapaHTUIHOrO M (MAKM)  TEXHMYECKOoro
06CNY)KMBaAHMA, B TOM 4YMUC/e AUCTAHLUMOHHOIO (yAaneHHoro), npPorpammHbIX M MPOrpamMmHoO-
annapaTHbIX CPeACTB, BKAOYAA CPeAcTBa 3alnTbl MHGOPMaLUUK, MHPOPMALMOHHOM CUCTEMBI.

(n. 18.4 B pea. Npukasza PCTIK Poccmum ot 28.05.2019 N 106)

18.5. B xoae pearnpoBaHUA Ha MHLUNAEHTbI OCYLLECTBAAIOTCA:

obHapyeHue n naeHTUdMKaumMa MHUMLEHTOB, B TOM YMC/e OTKA3oB B 0OCAYKMBaHUMK, cboeB
(nepesarpysok) B paboTe TeXHMYECKUX CPeacTB, MporpamMmmHoro obecneyeHus U CPeACTB 3aluThbl
MHPOPMaLUMKN, HapYWEHUn NPaBUA pPasrpaHUMYeHuUs A0CTyna, HEenpaBOMEpPHbIX OEeWCTBUIA no cbopy
MHPOPMaUMKN, BHeAPEHUI BPEAOHOCHbLIX KOMMNbIOTEPHbLIX NpPOrpamm (BMPYCOB) UM MHbIX COBbITUN,
NPMBOAALMX K BOSHUKHOBEHUIO MHLMAOEHTOB;

cBOeBpeMeHHoe MHGOPMMPOBaHME NOMb30BATENAMMU U AAMUHUCTPATOPAMM UL, OTBETCTBEHHbIX
332 BbIIBIeHWE WHUMAEHTOB W pearMpoBaHMe Ha HWUX, O BO3HWKHOBEHUW WHUWAEHTOB B
MHGOPMALNOHHOM CUCTEME;

aHaAM3 WMHUMAEHTOB, B TOM YuCie oOnpeaefieHne WCTOYHUKOB M MPUYMH BO3HUKHOBEHUA
WMHUMIEHTOB, a TaK}Ke OLLeHKa UX NOoCNeacTBUIA;

NAaHUPOBaHMUE M MPUHATUE MEP MO YCTPAHEHWUIO UHUMAEHTOB, B TOM YMC/AE MO BOCCTaHOB/IEHUIO
MHPOPMALMOHHOM CUCTEMBI M €e CEerMeHTOB B CAydYae OTKasa B 06C/AyKMBaHMM wmau nocne cboes,
YCTPaHeHMo NOCNeACTBUIA HapyLIEeHUA NPaBUA pasrpaHMYeHnn 4OCTyna, HENPaBOMEPHbIX AeWCTBUIA Mo
c6opy MHbOpMaLMM, BHEAPEHUA BPEAOHOCHbIX KOMMNbIOTEPHbIX NPOrPamm (BMPYCOB) U MHbIX COBbLITUIA,
NPMBOAALMX K BOSHUKHOBEHUIO MHLNAEHTOB;

NNaHMPOBaHME U NPUHATME Mep MO NPeAoTBPALLEHMI0 NOBTOPHOTO BO3HUKHOBEHMA UHLMAEHTOB.
(n. 18.5 BBeaeH Mpukaszom ®CTIK Poccmum ot 28.05.2019 N 106)

18.6. B xopme wuHPoOpmMpOBaHUSA U 0Oy4yeHUAs nepcoHasna WHOOPMALMOHHOM CUCTEMDI
OCYLLEeCTBAAOTCA:

nHdopMUpOBaHME MepcoHana MHGOPMALMOHHOW CUCTEMbI O MOAB/IEHWMM aKTyasibHbIX Yrpo3ax
6e3onacHoCcTM MHGOPMaLMKM, O NpaBuaax besonacHol aKkcnayaTaumMm MHGOPMaLLMOHHON CUCTEMBI;

AoBejeHve 4o nepcoHana MHGOPMaLMOHHOM cucTembl TpeboBaHU No 3awmuTe nHGopmaumu, a
TaKXe MNO/MIOXEHMI OpPraHM3aUMOHHO-PACNoOPAANTENbHbIX AOKYMEHTOB MO 3awute WHPopmauum c
YUYETOM BHECEHHbIX B HUX U3MEHEHWI;

obydyeHue nepcoHana MHPOPMaLMOHHOM CUCTEMbI NPaBMAAM IKCMIyaTaluun OTAENbHbIX CPeacTs
3aLWuTbl MHGOPMALLUK;

nposeageHne NpakTnyeckmnx 3aHATUIN U TPEHUPOBOK C NepCoOHA/IOM MHd)OpMaLI,MOHHOﬁ Cncremol no
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6/10KMpOBaHUIO Yrpo3 6e3onacHOCTM MHPOPMaLUN U pearmpoBaHmMio Ha UHUMAEHTbI;

KOHTPO/Ib OCBEAOM/IEHHOCTM MepcoHana MHGOPMALMOHHOM cucTeMbl 06 yrposax 6esonacHocTu
MHGOPMALMM N YPOBHA 3HAHMI NepPCcOHana No Bonpocam obecneyeHns 3amnTbl UHGOpMaLUW.

MepnoaMIYHOCTb NPOBEAEHUA NPAKTUYECKUX 3aHATUIA U TPEHUPOBOK C MEPCOHA/IOM, MEPONPUATUIA
no obyyeHMI0 NepcoHana 1 KOHTPOO OCBEAOMNEHHOCTU MepcoHana ycTaHaBAMBaeTCcA onepaTopom B
OpraHM3aUMOHHO-PacNopPAAUTENbHbIX AOKYMEHTax no 3awmrte MHdopmaumm C yd4eTom ocobeHHocTel
dYHKUMOHNPOBaAHMA MHOOPMALMOHHOM cUCTEMBI, HO He peske 1 pasa B ABa roaa.
(n. 18.6 BBeaeH Mpukaszom OCTIK Poccum ot 28.05.2019 N 106)

18.7. B xo4e KOHTPO/IA 3a obecneyeHmem ypoBHSA 3aLLMLLEHHOCTM MHPOPMaLMK, coaepKalleinca B
MHPOPMALMOHHOM CUCTEME, OCYLLLECTBAAKOTCA:

KOHTPO/b (aHanu3) 3alMLLEHHOCTM MHbOPMALMK C yYeTomM 0cobeHHocTel GYHKUMOHUPOBaAHUSA
MHGOPMALNOHHOW CUCTEMDI;

aHanM3 M oueHka OYHKUMOHMPOBAHMA WHGOPMALMOHHOM CUCTEMBI U €e CUCTEMbl 3aLumThbl
MHbOPMAUMM, BKAKOYAA aHANN3 U YCTPAHEHUE YA3BUMOCTEN U UHbIX HEAOCTATKOB B GYHKLUMOHMPOBAHUK
CUCTEMbI 3aLWNUTbI MHGOPMaL MM MHGOPMALMOHHON CUCTEMDI;

AOKYMEHTUPOBaHME Mpoueayp W  pe3ynbTaTOB KOHTPOAA 3a obecneyeHMEM YpPOBHA
3aLMLWEHHOCTN MHPOPMALMK, coaepKaLlencs B UHGOPMALMOHHOM CUCTEME;

NPUHATUE peLleHMs NOo pe3ynbTaTaM KOHTPO/AA 3a obecnedyeHMem YPOBHA 3alLULLEHHOCTU
nHpopmauum, coaeprkawencas B UHOOPMAUMOHHOM cucTeme, O HeobxoaAUMOCTU A0pPaboTKu
(MmopepHM3aLmMK) ee cucTembl 3aLLLUTLI UHPOPMALMN.

KoHTposib 3a obecneyeHMem YpOBHA 3alMLWEHHOCTM WHOPMALMK, CcOoAeprKallenca B
MHPOPMALMOHHON CcUCTeMe, MPOBOAUTCA OMepaTopoOM CaMOCTOSATENbHO U (MAKM) C NpuUBAEYEHUEM
OpraHM3aUnKu, UMEeIoLEen NMLEH3UID Ha AEeATEe/IbHOCTb MO TEeXHUYECKOM 3aluTe KOHPUAEHUMaNbHOM
nHpopmaymu.

MepnoAnYHOCTb NPOBeAEHMA KOHTPOAA 3a obecneyeHnem YpPoBHA 3aLLULLEHHOCTU UHPOPMaLMK,
cogepKalleinca B MHGOPMaLMOHHOM cucTeme 1 Knacca 3alm,eHHOCTH, YCTaHaBAMBAETCA onepaTopom
B OpraHM3auMOHHO-PaCcNoPAAUTENbHBIX AOKYMEHTAX MO 3awmuTe MHPOpMaLUmMn C y4yeTom ocobeHHocCTel
DYHKLMOHNPOBAHNA MHOPMALMOHHOW CUCTEMbI, HO He pexke 1 pasa B roa,.

MeproanYHOCTb NPOBEAEHUS KOHTPOIA 33 obecneyeHMeM YPOBHSA 3aLMLLEHHOCTM MHPOpMaLMK,
cogeprKawenca B MHOOPMALMOHHBIX CMCTEMAX 2 M 3 KIaccoB 3alLMLEHHOCTW, YCTaHaB/MBaeTCA
onepaTopomM B OpraHM3aUMOHHO-PACNOPAAUTENbHLIX AOKYMEHTAX MO 3awuTe MHGOPMaLUM C y4eTom
ocobeHHocTel GYHKUMOHMPOBAHNA MHGOPMALMOHHBIX CUCTEM, HO He perke 1 pasa B gBa roaa.

(n. 18.7 BBeaeH Mpukazom ®CTIK Poccmum ot 28.05.2019 N 106)

O6ecneueHue 3aWmTbl MHGOPMaALUKM NPU BbIBOAE U3 IKCNNyaTALMUU
aTTecToBaHHOW MHPOPMALMUOHHON CUCTEMDI MU NOCAE NPUHATUA
peweHua 06 OKOHYaHMK 06paboTKu MHGopmauum

19. Ob6ecneyeHune 3alMTbl MHPOPMAUMKM MNPU BbIBOAE W3 3IKCNIyaTauuMM aTTecToBaHHOM
MHPOPMALMOHHOM CUCTEMBI MAM MOC/AE MNPUHATUA pelleHUA 06 OKOHYaHUKM 06paboTKM MHOPMALMM
OCYLLECTBNAETCA OMepaTopomM B COOTBETCTBMM C 3KCMIYaTaLMOHHOW [AOKYMEHTaUMen Ha cuctemy
3awmTthl  MHGOPMaUMM  UHPOPMALMOHHOM  CUCTEMbI W OPraHM3aUMOHHO-PACMOPAAMUTEbHBIMM
AOKYMEHTaMM Mo 3amTe MHGOPMALMKN U B TOM YMCNE BKAKOYAET:

apxuBMpoBaHMe MHbOPMaLUK, coaepKalleinca B MHGOPMaLMOHHON cUCTEME;
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YHUUTOXKEHMEe (CTUpaHWMe) A[aHHbIX M OCTaTOMHOW WHPOPMALMM C MAWWHHBIX HOCUTeNeMn
NMHOPMaLMN U (UAN) YHUUTOXKEHME MALLMHHBIX HOCUTeneln nHpopmMaumu.

19.1. ApxuBupoBaHMe MHPOpMaLMK, cofdepKalleica B MHPOPMALMOHHOM cucTeme, A0NKHO
OCYLLECTBAATbCA MPU HEeobXoAMMOCTM AasibHelWero UCnosib3oBaHUs MHbOPMaUUN B AEATEeNbHOCTU
onepaTopa.

19.2. YHuMuTOXEHMe (CTMpaHMe) AaHHbIX U OCTAaTOMHON MHPOPMALMM C MALIMHHBIX HOCUTenewn
MHPOPMALUN MNMPOU3BOSMUTCA MPU HEoBXOAMMOCTM Mepefayym MAWWMHHOFO HocuTena MHbopmaumu
APYromy nonb3oBaTento MHPOPMALMOHHOW CUCTEMbI UM B CTOPOHHME OPraHU3aLMKM ANA PEMOHTA,
TEXHUYECKOTo 0BCNYKUBAHUA UM SANIbHENLLETO YHUUTOXKEHUA.

Mpw BbIBOAE M3 3KCMNYATALMWN MALIMHHBIX HOCUTeNen MHGOPMALLMU, HA KOTOPbIX OCYLLECTBAAIMUCD
XpaHeHWe M 06paboTka MHPOPMAUUM, OcCyLLecTBAAETCA (GU3MYECKOEe YHUUTOMKEHME 3TUX MaLUMHHbIX
HocuTenen nHdopmaumu.

Ill. TpeboBaHMA K mepam 3awuTbl MHGOPMaLIMK, coaepIKaLLenca
B UHPOPMaALMOHHOU cUcTeme

20. OpraHuM3auMoHHbIE U TEeXHWYECKMe Mepbl 3aluTbl MHPOPpMaUMK, peasin3yemble B
MHGOPMALMOHHOM CUCTEME B PaMKax ee CUCTEMbl 3almTbl MHGOPMALMKM, B 3aBUCMMOCTU OT Yrpos
6e3onacHOCTM  UMHbOPMALUKM, UCMOAb3yeEMbIX WHOOPMAUMOHHBIX TEXHONOTMA U CTPYKTYPHO-
dYHKLMOHANbHbIX XapaKTEPUCTUK MHGOPMALMOHHOM CUCTEMBI A0NKHbI 0becneymBaTh:

NAeHTUOMKaALMIO M ayTEHTUDMKALMIO CYOBEKTOB A0CTYMa M 06bEKTOB [0CTYN3;
ynpasaeHue A0CTyNnom cybbekToB AOCTyNa K 06bekTam J0CTyna;
orpaHuMyeHune NPorpammMHoN cpeasl;

3aLWMTY MaLLMHHbBIX HOCUTENen MHbopmaLmu;

perncrpaumto cobbiTnii 6esonacHoCTy;

AHTUBMPYCHYIO 3aLLMTY;

obHapyKeHue (NpeaoTBpaLLeHMEe) BTOPKEHNN;

KOHTPO/1b (aHaNM3) 3aWMLLEHHOCTM UHPOPMaLLUW;

LLe/I0CTHOCTb MHPOPMALLMOHHOM CUCTEMBI U MHDOPMALLUWK;

AOCTYNHOCTb MHGOPMaUUK;

3aLUTY cpeabl BUPTYanm3aumm;

3aLUUTY TEXHUYECKUX CPEACTB;

3aWnUTY MHGOPMALLMOHHOW CUCTEMDI, €€ CPEACTB, CUCTEM CBA3U U Nepeaayn AaHHbIX.

Cocrtas mMep 3aWnTbl l/IHd)OpMaLI,I/IM M ux b6asoBble Ha60pb| AanAa COoOoTBETCTBYHOWUX KaacCoB
3alnLEHHOCTHU VIHCI)OpMaLI,MOHHbIX cuctem npusegeHol B npunoxeHnm N 2 K HacCToALWMM Tpe6OBaHMHM.

20.1. Mepbl No MAeHTUPUKALUMN N ayTeHTUPUMKALUMK CybbEKTOB AOCTyna M 06bEeKTOB A0CTyna
OONMKHbI obecneumBaTb NpuUcBoeHMe cybbekTam M 06beKTaM [oCTyna YHWUKaNbHOrO MpU3HaKa
(naeHTMdMKaATOpPA), cpaBHEHME NpeabABAsSeMoro cybbektom (0b6bekTom) aoctyna naeHTuduKatopa c
nepeyHem NPMUCBOEHHbIX MAEHTUPUKATOPOB, a TaKKe NPOBEPKY NMPUHAANEKHOCTU CyObeKTy (06beKTy)



AOCTyna npeabaBAEeHHOTO UM naeHTUdUKaTopa (NnoaTeepKaeHMe NoAJAMHHOCTH).

20.2. Mepbl MO ynpaBieHWO AOCTyNnom cybbeKToB AO0CTyna K ob6bekTam A0CTyna [AO/KHbI
obecrneumBaTtb ynpasjaeHMe NpaBamu M NpuUBUAErMAMM CyBbEKTOB A0CTyna, pasrpaHuMYeHue AocTyna
Ccy6beKToB A0CTyna K 06beKTam A0CTYyNa Ha OCHOBE COBOKYMHOCTU YCTaHOB/IEHHbIX B MHGOPMAaLMOHHOWM
cucTeme NpaBuA pasrpaHUYeHna A0CTyNa, a TakxKe obecrnevynmBaTb KOHTPOb COBI0AEHNA STUX NPaBUA.

20.3. Mepbl N0 OrpaHUYEHUID NPOrPaMMHOI cpeapbl A0/XKHbI obecneymBaTtb YCTaHOBKY U (1an)
3aMNycKk TO/MbKO paspelleHHOro K WCMNo/ib30BaHMI0 B WMHPOPMALMOHHOM CcUCTEME MPOrpaMmMHOro
obecneyeHnss MAM UCKAOYATb BO3MOXKHOCTb YCTaHOBKM M (MAM) 3anycka 3anpeleHHoro K
NCNO/Ib30BaHMIO B MUHPOPMALIMOHHOM cUCTEME NPOrpamMMHOro obecneyeHus.

20.4. Mepbl Mo 3aWMTe MaLIMHHbBIX HOCUTenen MHbopmaumnmn (cpencrTsa ob6paboTkM (XxpaHeHus)
MHOOPMALUMKN, CbEMHblE MaLUMHHbIE HOCUTENN WHPOPMALMK) [OMKHbI WMCKAOYaTb BO3MOXKHOCTb
HECaHKLUMOHUPOBAHHOIO AO0CTyMNa K MalUMHHbIM HOCUTENAM U XPaHALWLEeNCcs Ha HUX MHPopmaumu, a
TaK)Ke HeCaHKLMOHMPOBAHHOE UCMOJIb30BaHME CbeMHbIX MALLUMHHbIX HOCUTeNel MHpopmauuu.

20.5. Mepbl no perucrpaumm cobbiTMii 6e30macHOCTM AO0NXHbl obecneynBaTb CH60p, 3anuch,
XpaHeHWe 1 3aWnTy MHGoOpPMaunmM o cobbiTuAXx 6e3onacHOCTU B MHPOPMALIMOHHOMN cUCTEME, A TaKKe
BO3MOXHOCTb NPOCMOTPA M aHa/IM3a MHPOPMALMKN O TaKUX COBBLITUAX U pearnpoBaHmNe Ha HUX.

20.6. Mepbl N0 aHTUBMPYCHOM 3alunTe JONKHbI 0becneymBaTb 06HapyKeHne B MHPOPMALIMOHHOM
cMcTeMe KOMNbIOTEPHBIX NPOrpamMmm Anb6o MHOW KOMMbIOTEPHOW MHOPMALMK, NpeaHasHauYeHHoM ana
HECAHKLMOHNPOBAHHOIO YHUUYTOXKEHUA, BNOKMPOBaHMA, MOANDUKALMN, KOMMPOBAHUA KOMMbIOTEPHOM
MHPOPMAUMN WMAM HEWTPaNM3auMM CPeACTB 3aluTbl MHPOPMaUMKM, a TaKKe pearMpoBaHMe Ha
0b6Hapy:KeHue 3TUX Nporpamm 1 MHGopMaumu.

20.7. Mepbl no o0obOHapyXeHWto (NPeaoTBPALLEHMIO) BTOPXKEHMI AOMKHbI 0becrneymBaTb
obOHapyXeHue AOenctBun B WHPOPMALMOHHOM CUCTEME, HamnpaB/ieHHbIX Ha npeaHaMepeHHbIN
HECaHKUMOHMPOBaHHbIA A0CTYN K WMHbOPMAuUMKM, cneumnasbHble BO3LENCTBUS Ha MHOOPMALMOHHYIO
cuctemy u (Mnan) nHPopmaumio B Lenax ee A06bIBaHUA, YHUUTOXKEHUA, UCKAXKEHUSA U BNOKMPOBaHUA
[0CTyNa K MHPOpPMaLLMK, a TaKKe pearMpoBaHMe Ha 3TU AeNCTBUA.

20.8. Mepbl MO KOHTpO/IO (aHanu3y) 3aWuLLEHHOCTM MHbOPMaLMK [ONXKHbI 0becrneymBaTb
KOHTPO/Ib YPOBHA 3alUMLLEHHOCTU MHGOPMaUuUKM, cogepKalenca B MHPOPMaLMOHHON cucteme, NyTem
npoBeseHNA MePONPUATUIN NO aHAM3Y 3aALLMLLEHHOCTN MHOOPMALMOHHOM CUCTEMBI U TECTUPOBAHMUIO
ee CUCcTemMbl 3awunTbl HGOPMaLLUW.

20.9. Mepbl no obecneyeHunto LLeNOCTHOCTU MHOOPMALMOHHON CUCTEMbI U MHOOPMALUM A0S KHbI
obecneunBatb  ObHapyXeHMe  GaKTOB  HECAHKLUMOHMPOBAHHOTO  HAPYLIEHMA  LENOCTHOCTM
MHPOPMALMOHHOM CUCTEMbI UM cogeprKaliencs B Hel WHPOpMAUMM, a TaKKe BO3MOXKHOCTb
BOCCTAaHOB/IEHMA NHDOPMALLMOHHOM CUCTEMBI U coaeprKaLLelica B Helt HGopmauuu.

20.10. Mepbl no obecnevyeHUto  AOCTYNHOCTM  WMHPOPMALMKM  LAOKHbI  obecneynBaTb
aBTOPM30BAHHbIM AOCTyN MNOJ/b30BaTeNEN, MMEIOLWMX MpPaBa Mo TaKoOMy AOCTyny, K MHbopmaLuu,
cogeprkawenca B  UHOOPMALMOHHOM cUCTeMe, B  LUTAaTHOM  pPeXUMMe  QYHKLMOHMPOBAHUA
MHGOPMALNOHHOM CUCTEMBI.

20.11. Mepbl MO 3aWwuTe cpenbl BUPTYanM3aLMM OOMKHbI UCKAOYATb HECAHKLMOHMPOBAHHbIN
goctyn K wuHbopmaumu, obpabaTtbiBaemoit B BMPTyanbHOM WMHOPACTPYKTYpE, M K KOMMOHEHTam
BMPTYaNbHON MHOPACTPYKTYPbI, a TaKkKe BO3AenCcTBME Ha MHOOPMALIMIO M KOMMNOHEHTbI, B TOM Yucae K
cpeacTBam  ynpaBfieHWA  BUPTYanbHOM  WMHOPACTPYKTYPOM, MOHMTOPY BUPTYasbHbIX  MaLUUH
(rnepBM3opy), cucTemMe XpaHEHMs [AaHHbIX (BKAKOYAA cUCTeMy XpaHeHus o6pas3oB BUPTYasbHOM
MHQPACTPYKTYpbl), CeTM nepedayn [AaHHbIX 4Yepe3 3/eMeHTbl BMPTYanbHOW WAUM  PpU3MYECKON
MHQPACTPYKTYpPbl, TOCTEBbIM OMEPALMOHHBIM CUCTEMAM, BMPTYaNbHbIM MallMHaAM (KOHTeliHepam),
cucTeMe M CetTM penvKauumu, TepMUHaNbHbIM M BUPTYa/ibHbIM YCTPOMCTBAM, a TaKKe cucTeme



pe3epBHOro KONMMpPoBaHUA U CO34aBaeMbIM €0 KOMUAM.

20.12. Mepbl No 3aliMTe TEXHUUYECKUX CPeacTB AO0/KHbI UCKAOYaTb HECaHKLMOHUPOBAHHbIN
JOCTYN K CTAUMOHAPHbIM TeXHUYECKMM cpeactBam, obpabatbiBatowmm HHOOPMAUMIO, CPEACTBAM,
obecneunsaoWwm GpyHKLMOHMPOBaHUE MHPOPMALIMOHHOM cucTembl (Oanee - cpeacTBa obecneyeHus
OYHKUMOHUPOBAHMA), U B MOMELLLEHUSA, B KOTOPbIX OHU NOCTOSIHHO PACMOJ/IOMEHbI, 3aLWUTY TEXHUYECKUX
CPeACTB OT BHELWHWX BO3AENCTBMW, a TaKXKe 3aWuty uHbopmMauuu, npeacTaB/leHHOMW B Buae
MHGOPMATUBHbIX 3INEKTPUYECKUX CUTHANOB U GU3UYECKUX NONEA.

20.13. Mepbl no 3awmte MHGOPMALMOHHOW CUCTEMbI, €e CPeacTB, CUCTEM CBA3M U Mepenayu
OaHHbIX [O/MKHbI 0becneunBaTb 3aWMTy WHPOPMALMKM NPU  B3aUMOAENCTBUN WHGPOPMALNOHHOWN
CUCTEMBI U ee OTAENbHbIX CETMEHTOB C UHbIMM MHOOPMALMOHHBIMU CUCTEMAMU U MHPOPMALLMOHHO-
TENIEKOMMYHMKAUMOHHbIMW  CETAMM  NOCPEACTBOM MNPUMEHEHUS  APXMTEKTYPbl  UHGOPMALNOHHON
CUCTEMDbI, MPOEKTHbIX peLleHnin No ee cUcTeMe 3aluTbl MHGOPMaLMK, HanpaBAeHHbIX HA obecneyeHne
3awWwmTbl MHPOPMaLMK.

21. Bbibop mep 3almMTbl MHGOPMALMM 1A UX Peannsaumm B UHPOPMaLMOHHOM cUCTeEME B paMKax
€e CMCTeMbl 3aLUTbl UHPOPMaLMK BKIIOYAET:

onpegeneHne 6asoBoro Habopa Mep 3awWuUTbl UMHPOpPMAUMM ANS YCTAaHOBJIEHHOIO Kiacca
3aWMLEHHOCTUY MHPOPMALMOHHOM CUCTEMbI B COOTBETCTBMM C 0a30BbIMM Habopamu mep 3alumThbI
MHdOopMauun, NpmuseaeHHbIMM B NpunoxkeHmum N 2 K HacToalwmm TpeboBaHUAM;

aganTaumio 6asoBoro Habopa Mep 3alWmTbl MHPOPMALMM MPUMEHUTENIBHO K CTPYKTYPHO-
OYHKUMOHANbHbIM XapaKTePUCTUKAM MHPOPMALMOHHOM cUCTEMbI, MHOOPMALMOHHBIM TEXHONOTUAM,
0CO6EHHOCTAM GYHKLMOHMPOBAHNA MHPOPMALMOHHOM CUCTEMDBI (B TOM YMcae NPeayCcMaTPUBAIOLLYHO
UckAtoveHne nM3 6asoBoro Habopa mep 3alWmTbl MHPOPMALUM MeEpP, HEMOCPEACTBEHHO CBA3AHHbLIX C
MHOOPMALUMOHHBLIMU  TEXHONOTUAMMU, HE WUCMNOSb3yEMbIMU B MHOOPMALMOHHOM CUCTEME, WU
CTPYKTYPHO-OYHKLMOHAbHBIMUN XapaKTEePUCTUKaMM, HE CBOMCTBEHHbIMU MHPOPMALIMOHHOM cucTeme);

YyTOYHEHMEe afdanTMpoBaHHOrO 6a3oBoro Habopa mep 3aWuTbl MHPOPMALUM C YYETOM He
BbIOpaHHbIX paHee Mep 3aluTbl MHPOPMALMU, MPUBEAEHHBLIX B MpuUaoXKeHun N 2 K HacToawmm
TpeboBaHMAM, B pe3y/bTaTe 4Yero onpeaenatoTcs Mepbl 3alMTbl MHPOpmauuK, obecneyunBatowme
610KMpoBaHNe (HelTpanmnsaumio) Bcex yrpos 6e3onacHoOCTU MHbOPMaUUKM, BKIKOYEHHBIX B MOAENb
yrpos 6esonacHoCcT1 MHbopMaLmu;

OOMNOJIHEHWE YTOYHEHHOrO aganTMPoOBaHHOro 6asoBoro Habopa mep 3awmTbl MHPoOpMaLMK
Mmepamu, obecneymBaloWMMM BbINOAHEHWE TpeboBaHWI O 3almMTe WMHPOPMaLUKU, YCTAHOBAEHHbLIMM
MHbIMW HOPMAaTMBHbIMM MPABOBLIMK aKTaMu B 061acTU 3alLMTbl MHGOPMALMKM, B TOM YMcie B obiacTu
3aLUMTbI NePCOHANbHbIX AAHHbIX.

Ona Bblbopa mep 3aWmTbl MHPOPMAUMM ANA  COOTBETCTBYIOWENO KNacca 3alUMEHHOCTU
WHOOPMALUMOHHOM  CUCTEMbI  MPUMEHAIOTCA  MeToAMYecKne  AOKYMeHTbl, pa3paboTaHHble WU
yTBepaeHHble PCTIK Poccum B cOOTBETCTBMM € NoAnyHKTOM 4 nyHKTa 8 MNMonoxkeHunsa o PepepanbHoi
cnybe No TEXHUYECKOMY M 3KCMOPTHOMY KOHTPO/ILO, YTBEPXKAEHHOrO YKa3om lNpesngeHta Poccnitckoi
depepaunm ot 16 asrycta 2004 r. N 1085.

22. B nH}OPMALMOHHOM CUCTeMe COOTBETCTBYHOLLEro K/acca 3alMLEHHOCTM B paMKax ee
CUCTEMbI 3aLLMTbl MHPOPMALMKN AOKHbI BbITb peasn30BaHbl Mepbl 3aLWUTbl UHGOPMaLUK, BbIOPaHHbIE
B COOTBETCTBMM C MNyHKTOM 21 Hactoawmx TpeboeaHuit M obecneunsarowme 6J0KMpoBaHKE
(HeWTpanmsaumio) Bcex yrpos 6e3onacHoCcT MHGopMaLMK.

Mpn 3Tom B WMHOOPMAUMOHHOM CUCTEME [O/MKEeH O6biTb, KaK MWHUMYM, peann3oBaH
aflanTMPOBaHHbIM 6a30Bblit Habop Mep 3awWuTbl MHGOPMALMM, COOTBETCTBYIOWMIA YCTaHOBEHHOMY
Knaccy 3aWmeHHOCTU MHGOPMALLMOHHOM CUCTEMDI.
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22.1. B cnyyae ecam Mepbl 3alWuTbl MHOOPMauUMK, peannsoBaHHble B MHPOPMALMOHHO-
TeNEeKOMMYHUKALUMOHHON MHPPACTPYKType LeHTpa 06paboTkM AaHHbIX, obecneynsatoT 6i10KMpPOBaHME
yrpo3 6esonacHoctM MHbOPMaUMKM, aKTyanbHbiX Ana  GyHKUMOHMpylowe Ha ero 6ase
MHPOPMALMOHHOM CUCTEMbI, MPUHATME AOMOJIHUTE/IbHbIX Mep 3aluTbl MHGOPMaLUUM B AAHHOMU
MHGOPMAUMOHHOW cucTeme He Tpebyetca. MpyM 3TOM NOAHOMOYMA B YACTM 3aWMTbl MHPOPMALUK
OO/MKHbI ObITb pacnpeseneHbl MeXay onepaTtopom WMHPOPMAUMOHHOM CUCTEMbI M OMEPATOPOM
MHGOPMALNOHHO-TENEKOMMYHUKALMOHHOMN MHPPACTPYKTYPbI LLeHTpa 06paboTKM JaHHbIX.

(n. 22.1 BBegeH Mpukasom ®CTIK Poccmum ot 28.05.2019 N 106)

23. MNpK HEBO3MOXKHOCTU peanusaumm B WUHOOPMALMOHHOM CUCTEME B PaMKax €e CUCTEMbI
3aWMTbl UHPOPMAUMKN OTAENbHBIX BbIOPAHHbIX Mep 3aWwmTbl MHPOPMAUMM Ha 3Tanmax aganTauumu
6a30B0ro Habopa mep 3aLnUTbl UHGOPMALUKN UM YTOYHEHUA afanTUPOBAHHOro 6asoBoro Habopa mep
3aWMTbl MHGOPMAUMKM MOTYT Pa3pabaTbiBaTbCA MHble (KOMMEHCUpPYOLWME) Mepbl 3alUnTbl MHPOpMaLMK,
obecneunBatowme agekBaTHoe 610KMpoOBaHUE (HENTPaNU3aLMIo) yrpos 6e3onacHoCcTU MHbOPMaUUU.

B aTom cnyyae B xo4e paspaboTKM cucTembl 3alwmuTbl MHGOPMaLUM MHGOPMALLMOHHOMN CUCTEMDbI
AONKHO 6bITb NpoBeAeHO 060CHOBaHME NPUMEHEHNA KOMMEHCUPYIOWMX Mep 3almTbl MHGOPMaLMUK, a
MpW aTTeCcTaUMOHHbIX UCMbITAaHUAX OLLEHEHa AOCTAaTOYHOCTb M afEeKBATHOCTb AaHHbIX KOMMEHCUPYIOLMX
mep ans 610KMpoBaHuA (HerlTpanmsaummn) yrpos 6esonacHoCTM HGopmaLuu.

24. Mepbl 3awmTbl MHPOPMaLMM BbIBUPAOTCA U PeanmsytoTca B MHGOPMALMOHHOM cUCTEMe B
pamKax ee cMcTembl 3aLLmTbl MHPOPMALMK C y4eTOM yrpo3 6e30nacHOCTN MHPOPMALMKN MPUMEHUTENIBHO
KO BceM ObObeKkTam M cybbekTam [AoCTyna Ha annapaTHOM, CUCTEMHOM, MPUKAALHOM M CETEBOM
YPOBHSAX, B TOM YMC/E B cpese BUPTYaNM3aLmMm U 061a4HbIX BbIMUCAEHWIA.

25. OpraHusaumMoHHble Mepbl W CpeacTBa  3alMTbl  MHPOpMauMWM, NPUMEHseMble B
MHPOPMALMOHHOM cUCTEME, A0KHbI 0becneunBaTb:

B MHOOPMALMOHHbIX cucTemax 1 Knacca 3aWMLLEHHOCTM - 3aWMTy OT yrpo3 6e3onacHocTu
MHGOPMALUMM, CBA3AHHDbIX C AENCTBUAMM HapPYLLUMTENEN C BbICOKMM NOTEHLMANOM;

B MHPOPMALMOHHBIX CUCTeMax 2 Knacca 3alMWEHHOCTM - 3aWuTy OT yrpo3 6esonacHoctu
NMHPOPMaLMK, CBA3AHHDIX C AENCTBMAMM HAPYLLUMTEEN C NOTEHLIMANOM He HUMKe yCuieHHoro 6a30Boro;

B MHOOPMALMOHHBIX cuUCTEMax 3 K/iacca 3alUMILEHHOCTM - 3aWuTy OT yrpo3 6e3omacHocTu
NHPOPMaLMK, CBA3AHHBIX C AEUCTBMAMMN HAPYLLUMTENEN C NOTEHLMANOM He HUKe 6a3oBoro.

MoTeHuMan HapylwuTenei onpeaenseTca B XOAE OLEHKM UX BO3MOMKHOCTEN, MPOBOAMMON MNpU
onpeaeneHnn yrpos 6e30MacHOCTM MHPOPMALMM B COOTBETCTBUM C MyHKTOM 14.3 HacToALMX
TpeboBaHuiA.

OnepaTopom MOMKET 6biTb NPUHATO PeLleHWe O MNPUMEHEHUM B MHOOPMALMOHHOM cucTeme
COOTBETCTBYIOLLENO KAacca 3alMLEHHOCTU Mep 3awmTbl MHPopmaumm, obecneymBatowmx 3awmTy ot
yrpo3s 6esonacHoCT1 MHOPMaLMK, PEATU3YEMbIX HAPYLUUTENAMM C 6ONEe BbICOKUM NOTEHLMANIOM.

(n. 25 B peg, Mpukasa OCTIK Poccum ot 15.02.2017 N 27)

26. TexHuyeckrMe mepbl 3alWmTbl MHGOPMALMM PEANU3YIOTCA NOCPEACTBOM NPUMEHEHUA CPEACTB
3aLWMTbl MHPOPMALMK, B TOM YMC/E NMPOrPaMMHBbIX (MPOrpaMmHO-annapaTHbIX) CPeACTB, B KOTOPbIX OHU
peannsoBaHbl, UMELLMX Heobxoanmble GyHKUMKM Be3onacHocTu. Mpu aTom:

B MHd)OpMaLI,MOHHbIX cuctemax 1 Knacca 3aWMUEHHOCTM MNPUMEHAIOTCA CpeacTsa  3alumThl
MHd)OpMaLI,MM He HUXKe 4 Knacca, a TaKXKe cpeacTBa BbIYNCINTENIbHOMN TEXHMUKU HE HUXKe 5 Kacca;

B MHd)OpMaLI,MOHHbIX cuctemax 2 Knacca 3alMLEHHOCTH NMPUMEHAIOTCA CpeacTBa 3aluUTbl
MHd)OpMaLI,MI/I He HMXe 5 Knacca, a Takxe cpeacrtea BbIYMC/IUTENIbHOM TEXHUKN HE HUXKe 5 Knacca,;
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B MHd)OpMaLI,MOHHbIX cuctemax 3 Knacca 3alMLLEHHOCTH NMPUMEHAKOTCA CpeacTtBa 3aliUTbl
VIHd)OpmaLI,VIVI 6 Knacca, a Takxke cpeAactea BbIYNCAUTENIBHOM TEXHMKM HE HUXKe 5 Knacca.

B uHdopmauUMoHHBbIX cuctemax 1 Knacca 3alMLLIEHHOCTU MPUMEHSAIOTCA cepTUdULMPOBaAHHbIE
cpeacTea 3aWmTbl MHGOPMaALIMKM, COOTBETCTBylolMEe 4 UnM 6onee BbICOKOMY YPOBHIO AoBepus. B
MHOOPMALMOHHBIX CUCTEMaX 2 Kjacca 3aliMLLEHHOCTU NPUMEHAIOTCA CepTUPULMPOBaHHbIE CpeacTBa
3aWmThl  MHbOPMALMK, COOTBETCTBYHOLIME 5 wanm  6onee BbICOKOMY YpPOBHIO AoBepuA. B
MHOOPMALMOHHBIX CcUCTeMax 3 KJjacca 3aliMLLEHHOCTU NPUMEHAIOTCA CepTUPULMPOBAHHbIE CPeacTBa
3aWuTbl MHGOPMaLMK, COOTBETCTBYIOWME 6 UK Boslee BbICOKOMY YPOBHIO A0BepuUA.

(8 pea. Mpukasa PCTIK Poccum ot 28.05.2019 N 106)

Knaccbl 3aWwmTbl M ypoBHM A0BEPUA ONpeaenatoTcA B COOTBETCTBUN C HOPMATUBHbIMW MPaBOBbIMU
akTamm OCTIK Poccuun, n3pgaHHbIMM B COOTBETCTBMU C noanyHKTom 13.1 nyHKTa 8 [losioXKeHuA o
depepanbHOM caybe MO TEXHUYECKOMY W 3SKCMOPTHOMY KOHTPOJO, YTBEPKAEHHOIO YKasom
MpesngeHTa Poccuiickon deaepauymm ot 16 asrycta 2004 r. N 1085.

(8 pea. Mpukasa PCTIK Poccum ot 28.05.2019 N 106)

B  WMHOOPMAUMOHHBIX  cUCTEeMax  MNPUMEHAOTCA  CpeacTBa  3alWMTbl  MHbOpMaLUK,
cepTMdMUMpPOBAHHbIE HAa COOTBETCTBME 00sA3aTe/ibHbIM TpeboBaHUAM no 6e3onacHoCcTM MHpopmauuu,
ycraHoBneHHbim PCTIK Poccum, mam Ha cootBeTcTBUE TPeOOBAHMAM, YKa3aHHbIM B TEeXHUYECKUX
ycnoBuax (3agaHuax no 6esonacHoctu). Mpu aTom PyHKLMM 6E30MacHOCTU TaKUX CPeacTB AOJIXKHbI
obecneynBaThb BbINOAHEHWE HAacTOALWMX TpeboBaHMA.

(n. 26 B peg, Mpukasa OCTIK Poccum ot 15.02.2017 N 27)

26.1. Mpn NPOEKTUPOBAHUM BHOBb CO343BaeMbIX WU MOAEPHUSUPYEMbIX MHPOPMALMOHHBIX
cUCTEM, MMeEWMX A0CTYN K MHPOPMALMOHHO-TENNEKOMMYHMKAUMOHHON ceTn "MHTepHeT", [0MXKHbI
BbIOMpaATbCA MapLUIpyTM3aTOpbl <2>, CepTUOMLMPOBAHHbIE Ha COOTBETCTBME TpeboBaHMAM Mo
6e3onacHOCTM MHGOPMALMM (B YACTM Peann30BaHHbIX B HUX GYHKUMI 6e30nacHoCTM).

(n. 26.1 BBeaeH Mpukaszom OCTIK Poccum ot 28.05.2019 N 106)

<2> MyHKT 4 rnasbl || KnaccuduKkaumm cpencts NporpaMmHOro, TexHuyeckoro obecneveHms, pabot
n yenyr (npunoxkenve N 2 K MeToaMyYecKMM YKa3aHMUAM MO OCYLLECTBNEHMUIO yyeTa MHPOPMALMOHHbIX
CUCTEM M KOMMOHEHTOB MHPOPMALNOHHO-TENEKOMMYHUKALMOHHOW MHPACTPYKTYPbI, YTBEPKAEHHbBIM
npvKkasom MuHKkomceasu Poccum o1 31 mas 2013 r. N 127).
(cHocka BBeaeHa Mpukasom ®CTIK Poccmm ot 28.05.2019 N 106)

27. B cnyyae 06paboTKM B MHOOPMALMOHHOW cucTeme MHOOPMALMKM, COAEpKalein
nepcoHanbHble AaHHble, PeanmM3yemble B COOTBETCTBUM C NMyHKTamMu 21 M 22 HacToAwmx TpeboBaHuit
Mepbl 3aWnTbl HGOPMaLUK:

ANnA MHGOPMALMOHHOW cucTembl 1 Kaacca 3alumuieHHocTn obecneumBatoT 1, 2, 3 M 4 ypOBHM
3aLMLLEHHOCTM NePCOHANbHbIX AaHHbIX <1>;

<1> YcTaHaBAMBaeTCcA B COOTBETCTBUM € TpebOBaHUAMM K 3alMTe NePCOHabHbIX AAaHHbIX NPU UX
06paboTKe B MHGOPMALMOHHBIX CUCTEMAX MEPCOHaNbHbIX AAHHbIX, YTBEPKAEHHBIMWU NOCTAHOBAEHUEM
MpaBuTenbctea Poccuiickon deagepauunm ot 1 Hoabpsa 2012 r. N 1119.

AN MHOOPMaLMOHHON cUCTeMbl 2 Knacca 3allMlLeHHoCTM obecneumBatoT 2, 3 U 4 ypoBHU
3aLMLLEHHOCTM NEPCOHANbHbIX AaHHbIX <*>;

AN MHPOPMAUMOHHOM cucTembl 3 Knacca 3aliMuieHHOCTM obecneumBaloT 3 M 4 ypPOBHMU
3aLMLLEHHOCTM NEPCOHANbHbIX AaHHbIX <*>;
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ab3aL, uckntoyeH. - Mpukas PCTIK Poccum ot 15.02.2017 N 27.

28. MNpn Mcnonb3oBaHMM B MHGOPMALMOHHbIX CUCTEMAX HOBbIX MHOOPMALMOHHbLIX TEXHONOTUI U
BbISIBJIEHUN [,ONONHUTENbHBIX Yrpo3 6e3onacHocTM MHPOpPMaLMK, 4NA KOTOPbIX He onpeaeneHbl Mepbl
3aWmTbl MHGOPMALUMM, JOMKHBI PA3PabaTbiBaTbCA KOMMNEHCUPYHOLWME MEPbI B COOTBETCTBUMN C NMYHKTOM
23 HacToAwmx TpebosaHwuin.

MpunoxkeHne N 1

K TpeboBaHMAM 0 3amTe MHGOPMaLMHK,

He COCTaBAAOLWEN rOCYAaPCTBEHHYO TallHy,
copeprrallenca B rocyaapCTBEHHbIX
MHGOPMALNOHHBIX CUCTEMAX

ONPEAENEHUE K/TACCA 3ALLULLEHHOCTU UHOOPMALMOHHOW CUCTEMbI

CNUCOK N3MEHAILLIMX AOKYMEHTOB
(8 pea. Mpukasa PCTIK Poccum ot 15.02.2017 N 27)

1. Knacc 3awmueHHocT MHbopmMaunoHHOW cuctembl (nepsbit Knacc (K1), BTopoi Knacc (K2),
Tpetuih Knacc (K3)) onpegenserca B 3aBUCMMOCTM OT YPOBHA 3HAYMMoOCTM WHbopmauumn (Y3),
obpabaTtbiBaemoit B 3TOM WHGOOPMAUMOHHOW cUCTEMEe, U MaclTaba MHPOPMALMOHHON CUCTEMBI
(bepepanbHbIil, perMoHanbHbIi, 06bEKTOBbIN).

(8 pea. Mpukasa PCTIK Poccun ot 15.02.2017 N 27)

Knacc 3awmweHHocTn (K) = [ypoBeHb 3HaUMMOCTN MHPOPMaLMK; MacluTab cuctembl].

2. YpoBeHb 3HaYMMOCTM WMHPOPMaLMKM ONpedenseTca CTeneHbio BO3MOMHOro yuwepba ansa
obnagatena uHbopmauum (3akasumka) u (MAn) onepaTopa OT HapyweHUA KOHPUAEHLNANbHOCTM
(HenpaBomepHble AOCTYM, KOMWPOBaHWe, MNPeAoCTaBAeHWe WAW PacnpoCcTpaHeHWe), LeoCTHOCTU
(HenpaBomepHble YHUUTOMKEHME WAM  mMmoauduuMpoBaHME) WMAM  AOCTYNHOCTM (HempaBomepHoe
610KMpoBaHne) MHGOPMaL UK.

Y3 = [(KoHdMAaeHUMaNnbHOCTb, cTeneHb ywepba) (LenocTHocTb, cTeneHb yuiepba) (JoCcTynHOCTD,
cTeneHb yuepba)l,

roe crerneHb BO3MOXHOroO yuwepba onpegensetca obnagatenem MHoopmauuu (3akasumMkom) u
(K1) onepaTopom camMoCTOATENIbHO SKCNEPTHLIM UM UHBIMU METOAAMMU U MOXKET BbITb:

BbICOKOW, €C/NM B pe3y/bTaTe HapylleHUs OAHOro M3 CBOWMCTB 6He3omnacHoCTM WHbopmauuu
(KOoHOUAEHUMANbHOCTY,  LENOCTHOCTM,  AOCTYMHOCTM) BO3MOMKHbI  CYLLECTBEHHble  HeraTUBHble
NnocneacTBus B COLMANbHOM, NOIMTUYECKON, MEXAYHAPOAHOM, SKOHOMUYECKON, PUHAHCOBOM NN UHBIX
obnactax peatenbHoctM U (MauM) uHPopmaumoHHas cuctema U (Mnm) onepatop (obnagatens
MHbOPMaLUM) HE MOTYT BbINONHATL BO3/10XKEHHbIE Ha HUX QYHKLNWK;

cpefHel, ecin B pesy/ibTaTe HapylleHWs OAHOro M3 CcBOWCTB 6e3omacHoCTU WHopmaLmMn
(KoHdMAEHUMANbHOCTH, LLeNOCTHOCTU, AOCTYMHOCTM) BO3MOMKHbI YMEPEeHHble HeraTuBHble NocieacTBma
B COLMANbHOW, MOSUTUYECKON, MEeXAYHapOAHON, SKOHOMMYECKON, PUHAHCOBOM MAMN WMHbIX obnacTax
aeAatenbHocT U (Mnn) nHdopmaumoHHas cuctema u (Mamn) onepatop (obnagatens MHbopmauumn) He
MOTYT BbIMONHATb XOTA 6bl 04HY U3 BO3/IOXKEHHbIX Ha HUX QYHKLMIA;
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HM3KOW, eCcnM B pesynbTaTe HapylweHMA OAHOro W3 CBOMCTB 6e3omnacHOCTM WHbOopmauuK
(KOHOUAEHUMANbHOCTY, LLENOCTHOCTM, AOCTYNHOCTM) BO3MOMKHbI HE3HauuTe/lbHble HeraTuUBHbIe
NnocneacTBus B COLMANbHOM, NOIUTUYECKON, MEXAYHAPOAHOM, SKOHOMUYECKON, PUHAHCOBOM NN UHBIX
obnactax peatenbHoctM U (Mau) uHPopmaumoHHas cuctema U (Mnm) onepatop (obnapatens
MHbOPMaLMKM) MOTYT BbIMOIHATD BO3/IOXKEHHbIE HA HUX PYHKUUKM C HEAOCTaTOUYHOWM 3¢$EKTUBHOCTLIO
WK BbINOAHEHWE GYHKLMIA BO3SMOXKHO TOJIbKO C NPUBAEYEHUEM AOMNOJHUTENbHbBIX CUA U CPEACTB.

NHpopmaums nmeeT BbICOKMIA ypoBeHb 3HauMmocTu (Y3 1), ecam xota 6bl 418 04HOTO U3 CBOMCTB
6e30nacHOCTM MHGOpMaLMK (KOHOUAEHUMANBHOCTHU, LLEJIOCTHOCTU, AOCTYNHOCTA) onpeaeneHa BbICOKan
cTeneHb ywepba. UHGopmaunsa nmeet cpegHUn ypoBeHb 3HaUMMOCTH (Y3 2), ecam xoTta Bbl s ogHOro
M3 cBoicTB 6esonacHocTM uHpopmaumm (KOHOUMAEHUMANBHOCTHU, UENOCTHOCTU, AOCTYNHOCTH)
onpeaeneHa cpefHAA cteneHb ywepba U HET HU OAHOIO CBOMCTBA, A1 KOTOPOro onpeseneHa BbiICOKan
cTeneHb yuwepba. MHGopmaLuma MmeeT HU3KMI ypoBeHb 3HauMmoctu (Y3 3), ecam ana Bcex CBOWMCTB
6e30nacHOCTM UHOOPMaUUMK (KOHOUAEHLMANBHOCTH, LLeNOCTHOCTU, AOCTYMHOCTM) onpeaeneHbl HU3KNe
cTeneHu yuepba.

A63au, nckatoyeH. - MNpukas PCTIK Poccum ot 15.02.2017 N 27.

Mpu 06paboTke B MHPOPMALIMOHHON cucTeme ABYX U Bonee BUAOB MHPOpPMaLUK (cnyxebHasn
TaWHa, Hanorosas TalMHA W MHble YCTaHOB/IEHHbIE 3aKOHOAAaTenbCcTBOM Poccuiickon Pepepaunn Buabl
MHbOPMaLMKN OrpaHUYEHHOro A0CTYNa) ypoBeHb 3HaUMMocT nHdopmaumm (¥Y3) onpeaenatcs oTaebHO
ON8 Kaxkaoro snga nHoopmaunun. Utorosbli ypoBeHb 3HAYMMOCTM MHPOpPMaLMKM, obpabaTbiBaemoit B
MHd)OpmaLLMOHHOVI cncreme, yCTtaHaB/iMBaeTCA MO HauBbICWWMM 3HayeHUAmM CTteneHn BO3MOXKHOIo
ywepba, onpeaeneHHbIM ANA KOHPUAEHUMANbHOCTU, LEAOCTHOCTM, A[OCTYMHOCTU MHPOPMALMM
KaXkgoro BMaa MHGopmaumu.

3. UHbopmaumMoHHasa cucTema mmeeT degepanbHbli MacwTab, ecnn oHa OYHKUMOHMPYeT Ha
Tepputopun Poccuitickoir ®egepauyn (B npegenax denepanbHOro OKpyra) M MMeeT CermMmeHTbl B
cybbekTax Poccuiickoit Peaepaumm, MyHUUMNAAbHbIX 06pa3oBaHMAX U (MAK) OpraHM3aLMsaX.

NHbOpMaUMOHHAA cucTeMa MMEET PerMoHaNbHbl MacwTab, ecanm oHa OYHKUMOHMPYET Ha
TeppuTopun cybbekTa Poccuiickoit depepaumm U MMeEeT CermMmeHTbl B O4HOM WM HECKOJIbKUX
MYHUUMNAaNbHbIX 06pa3oBaHMAX U (M1M) NOABEAOMCTBEHHbIX U MHbIX OpraHn3aumusx.

NHbopmaumoHHas cuctema nmeeT 06BEKTOBbIM MaclwTab, ecim oHa GYHKLMOHUPYET HA 06beKTax
ofHoro denepanbHOro opraHa rocygapCcTBEHHOM BNacTU, opraHa rocygapcTBEHHOW BAAcTU cybbeKkTta
Poccuiickolt depepaumm, MyHUUMNANAbHOTO 06pa3oBaHMA U (MAKN) OpraHM3aUUmM U HE UMEET CEerMeHTOB B
TEPPUTOPUANBHBIX  OpraHax, npeacTaBUTeNbCTBaX, uaAManax, NOABEAOMCTBEHHbIX M  WHbIX
OopraHu3aumsax.

4. Knacc 3almieHHOCTM UHGOPMaLMOHHOM CUCTEMbI OnpeaenaeTca B COOTBETCTBUM ¢ Tabauuei:

YpoBeHb 3HAYMMOCTH MacwTtab MHGOPMaUNOHHON cUCTEMBI
nHpopmaymm
depnepanbHbIn PervoHanbHbIM O6beKTOBbIN
y31 K1 K1 K1
y32 K1 K2 K2
y33 K2 K3 K3

(tabnuua B pea. MNpukasa PCTIK Poccum o1 15.02.2017 N 27)
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MpunorkeHue N 2

K TpeboBaHMAM 0O 3aWMTe MHDOPMALUN,

He coCTaB/AloLWEeM rocy4apCTBEHHYO TalHY,
coAepKalluenca B rocyaapCcTBeHHbIX
MHGOPMALMOHHbBIX CUCTEMAX

COCTAB
MEP 3ALLUTbI UHOPOPMALIMU N NX BA3OBbIE HABOPb
ONA COOTBETCTBYIOLLEIO K/IACCA 3AWLULLEHHOCTH
WH®OPMALIMOHHON CUCTEMbI

Cnu1CoK N3MEHAILLMX AOKYMEHTOB
(8 pea. Mpukasa PCTIK Poccum ot 15.02.2017 N 27)

YcnosHoe
ob0o3HavyeHune
1 Homep
Mepbl

Mepbl 3aLWMTbl MHGOPMALMM B UHOOPMALLMOHHbIX CUCTEMAX

Knaccobl
3aWMLEHHOCTH
MHPOPMALMOHHOM
cucTembl

3 2 1

I. UgeHTUdMKauma 1 ayTeHTUPUKaLmMA cybbEKTOB A0CTyna 1 06bekToB gocTtyna (MAD)

NA®.1

NoeHTUdMKauma w©  ayTeHTUPUKAUMA  MNosb30oBaTeNEN,
ABnaoWmxca paboTHMKaMn onepaTopa

+ + +

NAD.2

NoeHTUOMKauMA M ayTeHTUMPUKaLMA YCTPOMCTB, B TOM
yncne CTaunoHapHbIX, MOBUABHBIX U MOPTAaTUBHbIX

NAD.3

YnpaBsneHve naeHTMPUKaTOopamu, B TOM YWUC/IE CO3OaHUeE,
NPUCBOEHME, YHUUTOXKEHNE NAEHTUDUKATOPOB

NAD.4

YnpaBneHve cpefacTBamMu ayTeHTUOMKALMK, B TOM uyucie
XpaHeHue, BblAadva, UHUUManM3auma, 61oKMpoBaHUe cpeacTs
ayTeHTUOUKALMM U MPUHATME Mep B C/ydae yTpaTbl U (uaum)
KOMMNpOMeTaL MM CpeaCcTB ayTeHTUdMKauum

NAD.5

3awwmTa 0bpaTHOM CBA3M NPU BBOAE AYTEHTUPUKALMOHHOM
nHpopmauum

NAD.6

NpeHTUdUKaumAa M ayTeHTMOMKaumMA nosab3oBaTenen, He
ABNAOLLMNXCA paboTHMKamu onepartopa (BHELWHMX
nosab3oBatenemn)

NA®.7

NaeHTudMKauma n ayteHTUdUKauma obbekToB daitnosoi
CUCTEMDbI, 3aNyCKAaeMbIX U UCMOJHAEMbIX MOZy/ieil, 06BbEKTOB
cucTem ynpasnieHus 6asaMu AaHHbIX, 0OBEKTOB, CO343aBaeMbIX
NPUKNAAHbIM U CNeLMabHbIM NPOrpamMmMHbIM obecnedeHnem,
MHbIX 06BEKTOB 4,0CTYyNa

Il. YnpaBneHune goctynom cybbekToB AocTyna K ob6bekTam goctyna (YMNA)
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yna.1

ynpaBneHme (3aBep,eHV|e, adKTuBauwuA, 6ﬂOKVIpOBaHVIe n
yHM‘-ITO)KeHMG) YYE€THbIMMN 3anncaAMU FIOﬂb3OBaTEJ'IEI7I, B TOM
yuncne BHELWHUX NoJsib3oBaTeNeln

ynga.2

Peanusaums HeobxoAuMbIX MeTOA0B (AUCKPELMOHHbIN,
MaHAaTHbIN, PONIEBON WAWM WHOW MeToA), TUMOB (4TeHue,
3anucb, BbINOJHEHUE UKW MHOW TUM) U NPABUA pasrpaHUYeHun
Joctyna

yna.3

Ynpasnenve (PunbTpaumsa, MappyTU3aumsa, KOHTPOJb
CoeANHEHWI, OAHOHANPABAEHHAA Nepesaya U UHble cnocobbl
ynpasnexuua)  MHPOPMALMOHHbLIMM NOTOKAMKW  MeXKay
YCTPOMACTBAMM, CErMmeHTamMun MHOOPMALMOHHOM CUCTEMDI, a
TaKXKe MeXKay MHPOPMALLMOHHBIMM CUCTEMAMM

yna.a

PaspeneHne nonHomouuit  (poneit) nonb3oBaTenew,
aAMMHUCTPATOPOB " iy, obecneynBaroLLmX
$YHKUMOHUpPOBAHUE NHOOPMALMOHHOM CUCTEMDI

yna.s

HasHayeHMe  MWHMManNbHO  HeobxoaMMbIX MpaB U
NnpuBUAErUA MNO/b30BaTENAM, AAMMHUCTPATOPAM U NLAM,
obecneunBatownm  PyHKUMOHMpPOBaHME MHPOPMALMOHHON
cucTembl

yna.e

OrpaHuuyeHune HeycneLwHbIX NonbITOK BX04a B
MHPOPMAUMOHHYIO cucTeMy (mocTyna K WMHGOPMaUMOHHOMN
cucteme)

yna.7

MpeaynpexaeHue nosib3oBaTena MpuM ero Bxoge B
MHPOPMALMOHHYIO CUCTEMY O TOM, YTO B MHPOPMALMOHHOM
cucTeme peasi3oBaHbl Mepbl 3aWuTbl MHGOpMaLMM, U O
HeobxoaMmocTu cobnoaeHusn nm YCTAHOBNEHHbIX
onepaTopom npasua 06paboTkm MHPopmaumm

yna.s

OnoselleHMe N0/Ab30BaTENA NOC/AE YCMELHOro BXoAa B
MHPOPMALMOHHYIO CUCTEMY O ero npeaplayllem Bxone B
MHPOPMALMNOHHYIO cUCTEMY

yna.o

OrpaHunyeHne Yncna napansiesibHbiXx CEAHCOB AO0CTyna Ana
KaXAoN y4yeTHOM 3anucu nosb3oBaTens MHPOPMaLMOHHOM
cucTembl

yng.1o

BnokMpoBaHMe ceaHca AoCTyna B  WUHGOPMALMOHHYIO
cUCTemMy Mocae YCTaHOBJEHHOro BpemeHu 6e3geicTeums
(HeakTMBHOCTM) NONb30BATENA MAW MO €ro 3anpocy

ynga.11

PaspelweHune (3anperT) nencrsmm nonb3oBaTenew,
paspeLleHHbIX 40 NAEHTUOUKALUN U ayTEHTUPUKALUN

yng.12

Mopaepskka W coxpaHeHue aTpubytoB 6e30MacHOCTM
(meTok 6e3onacHOCTM), CBA3aHHbIX C WHbOpPMauuen B
npouecce ee xpaHeHMA U 06paboTKK

yng.13

Peannsauna sawmuiLeHHOro yganeHHoro goctyna Cy6'beKTOB
A0oCTyna K obbeKkTam AoCTyna yepes BHelWHNe




MHq)OpMaLI,MOHHO-TEﬂeKOMMyHMKaLI,MOHHbIe cetun

yna.14

PerﬂaMeHTaLl,Vlﬂ n KOHTPO/1b MCNONb30BaHUA B
MHOOPMALUMOHHOMW  cUCTeMe TexHonorui bHecnpoBogHOro
foctyna

yna.15

PernameHTayma n KOHTPO/1b MCcnoab30oBaHNA B
MHd)OpMaLI,MOHHOVI cUCTEME MOBUbHbBIX TEXHUYECKUX cpeacrts

YNA.16

YnpaBneHve B3aMMOAENCTBMEM C WMHGPOPMALMOHHBIMMU
cucTtemamm CTOPOHHUX OpraHu3auui (BHEwWHMe
MHPOPMALMOHHbIE CUCTEMDI)

yna.17

ObecneyeHune [0BEepPeHHOM 3arpysKku cpeacTs
BbIYUCAUTENbHON TEXHUKM

[Il. OrpaHMyeHue nporpammHoli cpeabl (ONC)

onc.

YnpaBneHve 3anyckom (06palieHUAMKU) KOMMNOHEHTOB
nporpammHoro obecneyeHusa, B TOM 4uCae onpeaeneHue
3anycKaembIX KOMMOHEHTOB, HAcTPOlKa NapamMeTpoB 3amnycka
KOMMOHEHTOB, KOHTPO/Jb 33  3aMyCKOM  KOMMOHEHTOB
nporpammHoro obecneyeHus

onc.2

YnpaBneHue YCTaHOBKOW (MHCTannaumein) KOMMOHEHTOB
nporpammHoro obecneyeHuss, B TOM 4ucie onpegeneHue
KOMMOHEHTOB, noanexalumx yCTaHOBKe, HacTpoliKa
napameTpoB  YCTAHOBKM  KOMMOHEHTOB, KOHTPO/Ab  3a
YCTaHOBKOW KOMMOHEHTOB NporpammHoro obecneyeHms

onc.3

YcTaHOBKa  (MHCTannAuuMsA) TOMbKO — paspelleHHoro K
MCMNO/Ib30BaHUIO MporpaMmmHoro obecnedyenua u (uam) ero
KOMMNOHEHTOB

onc.4

YnpasneHue BpemMeHHbIMKU daitnamu, B TOM ymcie 3anperT,
paspeLlueHue, nepeHanpasneHune 3anucm, yaaneHue
BpemeHHbIX $paiinos

IV. 3almTa MalMHHbIX HocUTenel nHpopmaumm (3HWN)

3HN.1

YyeT MalWwmnHHbIX HocuTeneil MHbopmaLmm

3HW.2

YnpasneHve  JOCTYNOM K MALIMHHBIM  HOCUTENAM
MHPopmaLmn

3HW.3

KoHTponb nepemelLeHun MaLUNHHBIX HocuTenen
NHPOopMaUuK 3a Npeaenbl KOHTPOANPYEMOM 30HbI

3HW.4

UcknloueHne  BO3MOXKHOCTM  HECAHKUMOHMPOBAHHOTO
03HaKOMJIEHUA C CoAepKaHNEM MHOOPMALLMM, XPAHALLENCA Ha
MALUWHHBIX HOCUTENAX, U (MNn) MCNoNb30BaHWA HOCUTENeM
MHPOPMaLMN B UHBIX MHGOPMALMOHHBIX CUCTEMAX

3HW.5

KoHTponb Mcnonb3oBaHuA MHTepdeiicoB BBoAa (BblBOAA)
MHPOPMaLMKN Ha MaLIMHHbIE HOCUTENM MHOPMaLUK




3HWU.6 KoHTponb BBOAA (BbiBOAA) MHPOPMALMM Ha MaLUMHHbIE
HoCUTENM MHPOPMALUN

3HWU.7 KoHTponb noAaKNtoYeHUA MaLKNHHbIX HocuTenemn
nHbopmaumun

3HN.8 YHUUTOXKEHUE (CTMpPAHWE) WMHOOPMAUMM HA MaLUMHHbIX
HOCUTEeNAX MpU WX nepegaye MexAay Moab30BaTeNaAMM, B
CTOPOHHME OpraHusaumMm ANA PeMOHTa WU YTUAM3auuK, a
TaKKe KOHTPOJIb YHUUTOXKEHMUA (CTUPaHUs)

V. Peructpauus cobbituii 6esonacHoctu (PCB)

PCB.1 OnpegeneHve cobbiTMii  6e3onacHocTH, NoanexKalimx
perncTpauuun, n CPOKOB NX XPaHEeHUsA

PCB.2 OnpepeneHve coctaBa W coAep)KaHua uHpopmauum o
cobbITMAX 6€30NacCHOCTU, MOANEKALLMX PETUCTPALNM

PCB.3 Cbop, 3anuMcb W XpaHeHwe WHPopMauMM O CcobbITUAX
6€30MacHOCTM B TeYEHWNE YCTAHOBIEHHOTO BPEMEHMU XPaHEHMA

PCB.4 PearmposaHne Ha cbouM npu pernuctTpauum cobbiTui
6e30nacHOCTN, B TOM 4MCNe annapaTtHble M MNPOrpaMmHble
ownbkm, cbonm B MexaHusmax cbopa uHPopmauum w
JOCTUXKeHMe npeaena WA nepenonHeHus obbema (emMKocTH)
namaTu

PCB.5 MoHuTOopUHI (npocmoTp, aHanus) pe3ynbTaToB
perucrpauunm cobbiTnii 6€30nacHOCTN N pearMpoBaHMe Ha HUX

PCb.6 leHepupoBaHME BPEMEHHbIX METOK U (MAKN) CUHXPOHM3AUMA
CUCTEMHOTO BpeMeHM B MHPOPMaLMOHHON cnucteme

PCB.7 3awmTta uHpopmauum o cobbiTnax 6esonacHocTH

PCB.8 ObecneyeHne BO3MOXKHOCTM MPOCMOTPA W  aHanaM3a
nHbopmauumM O [eNCTBUMAX OTAeNbHbIX MONb30oBaTenel B
MHPOPMALMOHHOM cucTEME

VI. AHTUBMpPYCHaA 3awmTa (AB3)

AB3.1 Peanusaums aHTUBMPYCHOM 3aLUNTbI

AB3.2 O6HoBneHMe 6asbl [aHHbIX NPU3HAKOB BPEAOHOCHbIX
KOMMbIOTEPHBIX MpOorpamm (Bnpycos)

VII. O6Hapy:xeHue BTopKeHui (COB)
COB.1 O6HapyKeHne BTOPKEHN
COB.2 O6HoBeHMe 6a3bl peluatoLLmnx Npasu
VIII. KoHTponb (aHanus) 3awmiieHHocTn nHpopmaumm (AH3)
AH3.1 BbisBneHne, aHanu3 yaAsBuMocTen MHPOPMaLMOHHOM

cncrtembl U onepatnBHoe YCTpaHeHWe BHOBb BblAB/IEHHbIX




YS3BUMOCTEMN

AH3.2

KOHTpO/Ab  yCTaHOBKM  OOHOBAEHW  MPOrPAaMMHOrO
obecneyeHus, BKAto4aa  ob6HOBAEHWE  MPOrPaMMHOrO
obecneyeHunsa cpeacTs 3alUTbl MHOPMaLMK

AH3.3

KoHTponb paboTocnocobHOCTU, NapamMeTpoB HACTPOWMKK U
NpPaBUIbHOCTH dYHKUMOHMPOBAHMWSA NporpaMmHoro
obecneyeHnn 1 cpeacTB 3aLnTbl MHGOPMALLUM

AH3.4

KOHTpONb COCTaBa TEXHUMYECKMX CPeACTB, NPOrpammHOro
obecneyeHna 1 cpeacTs 3alLnTbl MHGOPMaLLMM

AH3.5

KOoHTpoNb nNpaBua  reHepaumMuM UM CMeHbl  naponei
nonb3oBaTesieil, 3aBefeHNA W yAaNneHUs Y4YeTHbIX 3anucei
nonb3oBaTesneil, peanuMsaumMmM  NpaBuMA  pasrpaHUMYeHus
AOCTYNOM, NOJIHOMOYMIA MO/b30BaTeNle B MHPOPMALMOHHOM
cucteme

IX. ObecneyeHune LEeNOCTHOCTU MHHOPMALMOHHOM cucTeMbI U MHopmaumm (OLT)

oun.l

KOHTPONb  LENOCTHOCTM MNPOrpaMmHOro obecneyeHus,
BK/lOYas nNporpamMmmHoe obecnevyeHne CpeacTs  3almThbl
nHbopmaumun

+

oun.2

KOHTpO/Ib LENOCTHOCTU MHPOPMaLMK, coaep’Kallenca B
6a3ax AaHHbIX MHPOPMALMOHHOM CUCTEMBI

oun.3

ObecneyeHune BO3MOXXHOCTU BOCCTaHOB/EHUA
nporpammHoro  obecneyeHusa, BKAOYas  MpPOrpamMmmHoe
obecneyeHne  cpeactB  3awMTbl  MHPoOpMauMu,  npwu
BO3HWKHOBEHWW HELUTATHbIX CUTYaLLU

ou/1.4

O6HapykeHMe W pearMpoBaHMe Ha MOCTyNjaeHne B
MHPOPMALMOHHYIO CMCTEMY HEe3anpPalwMnBaemMbIX 3EKTPOHHbIX
coobueHnit (Nnucem, OOKYMEHTOB) U WMHOW MHbOPMALUK, He
OTHOCAWMXCA K  QYHKUMOHMPOBaAHUIO  MHOOPMALLMOHHOWN
cucTtemsl (3awwmTa oT cnama)

oun.s

KoHTponb coaeprkaHma uHbOpmMauuu, nepesasBaemoit U3
MHPOPMALMOHHON cUCTEMBI (KOHTEMHEPHbIN, OCHOBAHHbIM Ha
CBOMCTBaxX O0ObeKTa AOCTYNa, MU KOHTEHTHbIN, OCHOBAHHbLIA Ha
MouCKe 3anpelleHHoM K nepegave WMHbopmaumm c
MCNONb30BAaHMEM CUFHATyp, MACOK W WHbIX MeToAoB), W
UCK/IOYEHWE HEMPABOMEPHON nepesaum WHOoOpMauum wus
MHPOPMALNOHHOM CUCTEMDI

oun.e

OrpaHuyeHve Npas NnoJsib3oBaTesielt No BBOAY UHPOPMaLUn
B MHOOPMALIMOHHYIO CUCTEMY

ous1.7

KOHTPONb TOYHOCTW, MOAHOTHI M NPABMUALHOCTU AAHHbIX,
BBOAMMbIX B UHDOPMALMOHHYIO cucTemy

oun.s

KoHTpo/ib OWKNBOYHbIX AENCTBUI NOSb30BaTeNEN MO BBOAY
n (uan) nepemave uMHOoOpmaAUMM M MpeaynpexaeHue
nosib3oBartesieit 06 OLINBOUYHbBIX AENCTBUAX




X. ObecneyeHune goctynHoctTn nHdopmaumm (O4T)

oAr.1

Mcnonib3oBaHWe 0TKa30yCTOMUYMBBIX TEXHUYECKUX CPeacTB

oAaT.2

PesepBMpoBaHME TEXHWYECKMX CPEeACTB, MNPOrpamMmHOro
obecneyeHusn, KaHalOB nepedayn WHPOpMaLMK, CpeacTs
obecneyeHun dYHKLMOHMPOBAHUA MHPOPMaLMOHHOM
cucTembl

oAr.3

KoHTponb 6e30TKasHOro ¢pyHKUMOHMPOBAHMA TEXHUYECKUX
CpeAacTs, obHapyxKeHne n JloKanunsaums OTKa30B
OYHKLUMOHNPOBAHNA, MNPUHATME Mep MO BOCCTaHOBAEHMIO
OTKa3aBLUMX CPEACTB U UX TECTUPOBaAHME

oAaT.4

Mepuoguyeckoe pesepBHoOe KonvpoBaHMe MHGOPMaLMK HA
pe3epBHble MalLUMHHbIe HOCUTENN MHDOPMALMM

oAr.5

ObecneyeHne BO3MOMKHOCTM BOCCTAaHOBEHMA MHbOPMALMK
C pe3epBHbIX MaLLMHHbIX HOCUTeNel MHopMaLUun (pesepBHbIX
KOMWIA) B TEYEHME YCTAHOB/IEHHOTO BPEMEHHOTO MHTEPBAIA

oA4r.6

Knactepusauma MHGOPMaUMOHHON cucTeMbl U (Man) ee
CEermeHToB

oar.7

KOHTPO/MIb  COCTOAHMA M KayecTBa NpefoCTaB/ieHus
YNO/IHOMOYEHHbIM ~ JIMLUOM  BbIYUCAUTENbHLIX  PECYpPCoB
(MowHocTei), B Tom umcnie no nepegaye MHGOPMaLLMM

XI. 3awmTa cpeapl BupTyanmnsaumm (3CB)

3CB.1

NoeHTUdMKauma n ayteHTMdPUKaumsa cybbekToB ocCTyna U
0OBEKTOB A0CTyNa B BUPTYanbHOM MHOPACTPYKTYpE, B TOM
ynucne aAMUHUCTPATOPOB ynpasneHus cpeacTBamM
BMPTYann3aumm

3CB.2

YnpaBneHue [ocTynom cybbeKkToB A0CTyna K obbekTam
[0CTyNna B BUPTYaNbHOM MHPPACTPYKTYPE, B TOM YMCAE BHYTPU
BMPTYasIbHbIX MaLLUH

3CB.3

Pernctpauma cobbiTMii 6e30nacHOCTM B BUPTYasibHOM
MHPPACTPYKTYpe

3CB.4

YnpasneHve (ounbTpauma, MapluipyTM3aLms, KOHTPOJb
COeAMHEHWs, OAHOHAMpaB/ieHHas Mepejaya) MOTOKaMU
Hpopmauum Mexay KOMMOHEHTaMM BUPTYaibHOW
MHOPACTPYKTYpbl, @ TakXKe No NepuMeTpy BUPTYasIbHOM

MHOPACTPYKTYpbI

3CB.5

JoBepeHHan 3arpyska  CepBepoB  BMPTya/au3aumu,
BMPTYasibHOM MalUMHbl (KOHTEWHEpa), CepBepPOB YynpaB/ieHuUs
BUPTYan3aLnen

3CB.6

YnpasneHve nepemelleHMEM  BUPTyasbHbIX  MaLlIWH
(KoHTeliHepoB) M 06pabaTbiBaEMbIX HAa HUX AaHHbIX

3CB.7

KOHTPOAb LeNoCTHOCTU BUPTYanbHOW MHPACTPYKTYpbI U ee




KoHUrypaumi

3CB.8 PesepBHOe KonupoBaHWE  AaHHbIX, pe3epBMpOBaHUE + +
TEXHUYECKUX cpeacrTs, NPOrpammHoro obecneyeHus
BUPTYa/IbHOW WHOPACTPYKTYPbl, a TaKXKe KaHa/noB CBA3M
BHYTPM BUPTYaSbHOM MHOPACTPYKTYpPbI

3CB.9 Peannsaums wn ynpaBneHWE aHTUBUPYCHOM 3alMUTON B| + + +
BMPTYasibHOMN MHPpPACTPYKTYype

3CB.10 Pa3bueHne BUpPTyanbHOM MHPPACTPYKTYpPbl HA CErMeHTbl| + + +
(cermeHTMpoOBaHWE  BUPTyasbHOM  WMHPPACTPYKTYpbl)  ANs
06paboTKN MHPOPMALIUN OTAENbHbIM MOJb30BaTenem u (Unu)
rpynnoi nosb3oBaTenemn

XIl. 3awmTa TexHmuyeckunx cpeacts (3TC)

3TC.1 3awmta MHbopmaumn, obpabaTbiBaemMol TEXHUYECKUMMU
CpeACcTBamMM, OT €€ YTEUYKM MO TEXHUYECKMM KaHaiam

3TC.2 OpraHu3auma KOHTPOAIMPYEMOM 30HbI, B Npeaeniax KoTopon | + + +
MOCTOAHHO  pa3MeLLaloTcA  CTauMOHapHble  TeXHUYecKkue
cpeactBa, obpabatbiBatowme UHOOpPMauMio, WU cpeacTsa
3aWwmTbl  MHPOpPMAUMKM, a TaKKe cpeacTBa obecneyeHus
dYHKLMOHUPOBaHMA

3TC.3 KOoHTponb W ynpaBneHue ¢GU3NYECKMM  gocTynom K| + + +
TEXHUYECKMM CpeacTBam, cpeactBam 3awmtbl MHbOpmauuuy,
cpeactBam obecneveHns YHKUMOHUMPOBAHMA, A TaKXKe B
NOMELLEHUA U COOPYMKEHMUA, B KOTOPbIX OHM YCTAHOB/EHDI,
WCKNtOYaloWMe HeCaHKLMOHUPOBaHHbIM GU3MYEeCKUn JocTyn K
cpeactBam 06paboTkM  MHbOpMaLMKM, CpPeacTBam  3amThbI
MHbOpMauun n cpeacTeam obecnevyeHns GyHKUMOHUPOBAHMUSA
MHOOPMALNOHHOM CUCTEMbBI U NOMELLEHUA U COOPYKEHUA, B
KOTOPbIX OHM YCTAHOBJIEHDI

3TC.4 PasmelyeHune YCTPOICTB BbIBOAA (oToBparkeHus) | + + +
MHGOPMALMM, WCKAlOYaloWee ee HeCaHKUMOHMPOBAHHLIM
npocmoTp

3TC.5 3aWwmTa OT  BHELWHMX BO3AENCTBUIM  (BO3AENCTBUM +

OKpyKatowen cpeabl, HecTabuAbHOCTU 3NEKTPOCHAbKeHwUs,
KOHAMLMOHUPOBAHMSA U MHbIX BHELWHNX GaKTOPOB)

XIll. 3awuTa HGOPMALIMOHHOM CUCTEMBI, €€ CPEACTB, CUCTEM CBA3U U Nepenaym aaHHbIX (3UC)

31C.1 PaspgeneHne B MHPOPMALMOHHOM cucTemMe QYHKLMI No + +
yrnpaBieHnto  (aAMUHUCTPUPOBAHNIO)  MHGOPMALMOHHOWM
CUCTEMOW, ynpaBnaeHutio (agMWHUCTPUPOBAHUIO) CUCTEMONA
3aWwmTbl MHPopMaLmmn, GyHKLMIA No 06paboTKe MHGOpMaLUM U
NHbIX GYHKLMA MHPOPMALIMOHHOMN CUCTEMDI

31C.2 MpepoTBpalleHme 3aEePXKKU nnm npepbiBaHMA
BbINO/IHEHWUA MPOLLECCOB C BbICOKMM NPUOPUTETOM CO CTOPOHDI
NPOLECCOB C HU3KMM NPUOPUTETOM




3UC.3

ObecneyeHne 3aWmTbl MHOOPMALMM OT  PaACKPbITUS,
MmoamduKaunmM U HaBsa3biBaHUA (BBOAA NOXHOM MHbOPMaLMK)
npu ee nepeaave (NOAroToBKe K Nepesaye) No KaHanam CBA3W,
MMEIOLWMM BbIXOA, 33 Npeaenbl KOHTPOIMPYEMOW 30HbI, B TOM
yncne b6ecnpoBoAHbIM KaHanam CBA3K

3ncC.4

ObecneyeHne [0BEpPEHHbIX KaHana, MaplpyTa MexKay
aAMMHUCTPATOPOM, NONb30BaTeNEM W CPeACTBAMW 3aLLUTbI
nHbopmauun (PyHKLMAMM 6HE30MacHOCTU CPeacTB 3aLumTbI
MHpopmaLumn)

3UNC.5

3anpeT HeCaHKUMOHWPOBAHHOW YyAaNeHHOW aKTuBaLumu
BMAEOKaMEpP, MUKPODOHOB 1 UHbIX NeprudepuiiHbIX YCTPOMCTB,
KOTOpble MOFYT aKTMBMPOBATLCA YAANEHHO, U OMNOBELLEHUE
nosb3oBatenen 06 akTMBALLMM TAKUX YCTPOMCTB

31C.6

Mepepaya UM KOHTPO/Ab  LENOCTHOCTM  aTpubyToB
b6esonacHocTM  (MeToK  6e30MmacHOCTM),  CBA3aHHbIX C
nHbopmaumenn, npu obmeHe uHHPOpmaUMen C  WMHbIMMK
MHOOPMALMOHHBIMW CUCTEMAMU

3nC.7

KoHTponb CaHKLUMOHUPOBAHHOIO " NCKAtoYeHne
HECaHKUMOHMPOBAHHOIO NCMNO/Ib30BaHUA TEXHONOTN
MOOWUNBHOIO KOoAa, B TOM 4MC/ie perucTpauua cobbituid,
CBA3aHHbIX C UCMO/Ib30BAHNEM TEXHOIOMMN MOBUNBHOTO KOAQ,
MX aHa/lM3 W pearnpoBaHMe Ha HapyLeHWUs, CBA3aHHble C
NCMNoJIb30BaHNEM TEXHONOTMIN MOBUABHOIO Koaa

31C.8

KoHTponb CaHKLUMOHNPOBAHHOIO 7 NCKNOYEeHMEe
HEeCaHKUNOHMPOBAHHOIO NCNoNb30BaHMUA TEXHONOMNM
nepegaym pedn, B TOM YUC/AE PerncTpaums cobbiTui,
CBA3aHHbIX C UCMO/Ib30BAaHNEM TEXHOIOMMIA Nepesayn peyun, nx
aHanM3 M pearnpoBaHME HA HapyleHus, CBA3aHHble C
NCNO/Ib30BaHMEM TEXHOJIOMMIA Nepesaym peyn

31nC.9

KoHTponb CaHKLUMOHMPOBAHHOM n UCKNtoYEeHME
HEeCaHKLMOHNPOBaHHOM Nepedayn BuaeonHGopmaumm, B TOM
yucne perucTpauma cobbITUi, CBA3AHHbLIX C nepeaayen
BuaeonHbopmaumMmM, UX aHaAM3 M pearMpoBaHMe Ha
HapyLleHus, CBA3aHHbIE C Nepegayel BUAEOMHPOPMaL MM

31C.10

MoartsepxaeHue NPOMUCXOXAEHMA NCTOYHMKE
nHdopMaumn, Nosyyaemon B npoLecce onpeae/ieHna CeTesbIx
aflpecoB MO CeTeBbIM MMEHaM WAW onpedeneHus CeTeBblX
MMEH No ceTeBbIM agpecam

31C.11

ObecneyeHne NOANMHHOCTM CETEBbIX COeANHEHUI (ceaHcoB
B3aMMOAENCTBMA), B TOM uuciae AAA 3aWmTbl OT MOAMEHbI
CeTeBbIX YCTPOWMCTB U CEPBUCOB

31C.12

MCKNloYeHNEe BO3MOMKHOCTM OTpMLAHMA NOJ/b30BaTeNEM
¢daKTa oTnpaBku MHbOpPMaLMM APYrOMY NOAb30BaTENIO

31C.13

UCKloueHne BO3MOXKHOCTU OTPULAHMA TMOJib30BaTe/IEM
¢daKTa nonyyeHMsa MHPOpPMaLUK OT APYroro Nob3oBaTeNs




3nC.14

Mcnonb3oBaHWe YCTPOMCTB TePMMHAJbHOTO AOCTyna As
06paboTKn MHPopMaLmn

31C.15

3awmTa apxuBHbIX $alinoB, MNapamMeTpPoB HACTPOMKM
CpeAcTB 3aWmTbl MHGOPMALMKN M NPOrPaMMHOro obecrnevyeHumn
M WHbIX OAHHbIX, HE NOANEeXalMX M3MEHEHWUIO B NpoLecce
06paboTKN MHPopMmaLmn

3U1C.16

BbisiBNieHWE, aHanM3 U 6710KMpoBaHME B MHPOPMALMOHHOM
CUCTEME CKPbITbIX KaHasoB nepegayv MHPopmaumm B obxon,
pPeanu3oBaHHbIX Mep 3aWuTbl MHOOPMALMMU UAN  BHYTPU
paspeLleHHbIX CETEBbLIX MPOTOKO/I0B

31C.17

PasbueHne WHOOPMAUMOHHOM CUCTEMbI Ha CErMeHTbI
(cermeHTUpOBaHMe MHOOPMALMOHHOM cucTembl) n
obecneyeHune 3aLWMThl nepuMeTpoB CermeHToB
MHOOPMALNOHHOW CUCTEMBI

31C.18

ObecneyeHne 3arpyskM M MCNONAHEHWA MNPOrPaMMHOrIO
obecneyeHnss € MALWMHHbBIX HOcuTenel  WMHbopMaLUK,
OOCTYMHbIX TONbKO ANA YTEHWUS, U KOHTPO/b LLENOCTHOCTH
OAHHOro nporpaMmHoro obecneyeHus

31C.19

M3onauma  npoueccoB  (BbIMOAHEHME  Mporpamm) B
BblAe/IeHHOW 06/1acTN NaMATH

3U1C.20

3awmTta 6ecnpoBOAHbIX COEAMHEHUNA, NPUMEHAEMbIX B
MHGOPMAUMOHHOM cucTeme

3nC.21

UckntoveHne p[octyna nosb3oBaTens K MHopmauumu,
BO3HMKLIEN B  pe3y/nbTaTe  AEWCTBUM  NpeablayLiero
Nno/fib3oBaTesIn  Yepe3 peecTpbl, OMEPATUBHYD  MNaMATb,
BHELHME 3anoOMMHaloWMe YCTPOWCTBA U MHble obwue ans
noJsib3oBaTtesielt pecypcbl UHPOPMALMOHHON CUCTEMDI

3U1C.22

3awmTa MHGOPMALNOHHOM cUcTeMbI oT yrpos
6e30nacHOCTM MHPOPMaLMM, HaAMNPaBAEHHbIX Ha OTKas B
obcnyKmMBaHUN MHPOPMALIMOHHOM CUCTEMDI

31C.23

3awuTta nepumeTpa (pusmyecknx w (MAM) NOrMYECcKUx
rpaHnL) MHGOPMALMOHHOW CUCTEMbI NPU ee B3auMOoAencTBum
C MHBIMW MHPOPMALMOHHBIMKU CUCTEMAMMN U MHPOPMALIMOHHO-
TEeNIeKOMMYHMKALUOHHbIMU CETAMM

3U1C.24

MpeKpaweHne ceTesbIX COeAMHEHMﬁ no MX 3aBeplwieHunn
ninm no wucrted4eHnnM 3a4aHHOro onepaTopom BpPEMEHHOIO
MHTEpBa/la HEAKTUBHOCTU CETEBOIO coeaAnNHEHUNA

3NC.25

Ucnonb3oBaHne B WHPOPMALMOHHOM cucTemMe wuau ee
CEerMeHTax Pas/IMYyHbIX TUMOB 06LLECUCTEMHOrO, NPUKAAAHOIO
M cneuManbHOro mnporpammHoro obecneveHus (cosgaHue
reTeporeHHol cpeapl)

3UC.26

Mcnonb3oBaHue npuKnagHoro n cneunanbHoOro
nporpammHoro obecneyveH na, MMeELWNX BO3MOXHOCTb




¢YHKLI,MOHMpOBaHWr'I B Cpeaax pas3zindHblX onepauynoHHbIX
cncrem

3UC.27

CosgaHue (amynaums) NOXKHbIX MHGOPMALLMOHHBIX CUCTEM
WNN UX KOMMOHEHTOB, NpefHa3HayeHHbIX AnA obHapy»KeHus,
perncTpauumn n aHanusa AenCTBUiA HapylwuTenen B npouecce
peanusaunn yrpos 6esonacHoctn nHGopmaLmm

31C.28

BocnpounsBeaeHWEe NOMKHbIX M (MNK) CKPbITUE MCTUHHbIX
OTAENbHbIX  MHPOPMAUMOHHBIX  TEXHONOTMH  Kn (1K)
CTPYKTYPHO-OYHKLMOHANbHbIX XapaKTepPUCTHK
MHbOPMALNOHHOM cUCTEMBI nnu ee CErMeHTOB,
obecneunBaiolee HaBA3blBaHME  HAPYLIUTEN0  JIOXKHOIO
npeacTasaeHUs 06 UCTUHHbBIX MHPOPMALMOHHbIX TEXHONOTUAX
M (Man)  CTPYKTYPHO-OYHKLUMOHANAbHBIX  XapaKTepuCTUKaXx
MHGOPMALNOHHOM CUCTEMBI

31C.29

Mepesos WMHPOPMAUMOHHOW CUCTEMBI UAU €e YCTPOWCTB
(KomnoHeHTOB) B 3apaHee onpeaeneHHyl0 KOHOUrypaumto,
obecneumBamloWyo  3aWnUTy  UMHOpMaumKu, B Clyvae
BO3HWMKHOBEHMM OTKa3oB (cboeB) B cucTeme  3alLUTbI
MHPopmMaunm MHGOPMALMOHHOMN CUCTEMDbI

3M1C.30

3awmnTa MOBUABbHBIX TEXHUYECKUX CPEACTB, NPUMEHAEMbIX B
MHGOPMAUMOHHOM cUCTeMmE

"+" - mepa 3aWmTbl MHPOPMaLMK BKAOYEHE B 6a30BbIN HAOOP Mep A1 COOTBETCTBYIOLLLErO Kaacca

3alWNLLEHHOCTN MHPOPMALMOHHOM CUCTEMDbI.

Mepbl 3awmTbl MHGOPMaUMK, He 0603HayeHHble 3HaKoM "+", MPUMEHAITCA NpPU aganTauum
6a30Boro Habopa mep 1M YTOYHEHUN aganTUPoBaHHOro 6a3oBoro Habopa mep, a TakKe npu paspaboTtke
KOMMEHCUPYIOWMX Mep 3almTbl MHGOPMaLMK B MHGOPMALMOHHOM CUCTEME COOTBETCTBYHOLLErO Kaacca

3aLUMLLEHHOCTH.




